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Similar to many central banks worldwide, the Bank of Israel has been exploring the
possibility of issuing a Central Bank Digital Currency (CBDC) since 2017, which in Israel will
be called the digital shekel (abbreviated as DS). At the end of 2020, the "Digital Shekel
Project" was launched. Since no decision has been made by the Bank of Israel to
ultimately issue thedigitalshekel, the project was defined asan "action plan." This means
thatif future conditions arisewherethe Bank of Israel assesses that the benefits of issuinga
digital shekel outweigh the costs and potential risks, the Bank of Israel will be prepared to
implement this plan. At the beginning of 2023, a target was set for the project to present a
high-level design document by the end of 2024. This documentis now being published to the
public to present the design to all stakeholders and receive their feedback. The document
begins with a section titled "How You Can Influence the Design of the digital shekel,"
describinghow stakeholders are invited to provide feedback on various aspects of the

design.

This document presents only a preliminary design - it does not encompass everything
necessary to enable the issuance of the DS. Significant processes involving collaboration
with many entities in the public and private sectors, as well as a substantial public
information campaign, will be required to if it is decided to implement the design. It is
important to note that the document presents an "optimal" digital shekel, and it may be
necessary to prioritise some of the functionalities and components described in the
document based on time, cost, risk management, and benefits considerations. The summary
(Chapter 8) briefly outlines the project's work plan, which will culminatein a document
recommendingto the Governorofthe Bank of Israel whether on whether to decide onissuing
adigital shekel. Sinceissuanceaccordingto thedesign presented in the document will likely
require legislative changes, such a decision, if made, will also need to be made in

collaboration with and supported by the government and the Knesset.

Accordingto the design, the DS is expected to offer a wide range of benefits to users. It will
be availableto the entire public, includingchildren, foreigners (including tourists), all types

of businesses, publicinstitutions, and financialentities. Similarto cash, it will bea universal
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means of payment - anyone will be able to pay anyone, and anyone will be able to receive
payment from anyone, but with the convenience and advancement of a digital means of
payment. Basic uses of the DS for private users will be free, and for businesses, the costs of
using it are expected to be significantly lowerthan with existingdigital payments. Payment
with the DS is immediate and final, and the DS will also support offline payments, allowing
smooth payment transactionsevenin situations without network connectivity. The level of
privacyinthe DS will be higher comparedto existingdigital payments, and similarto cash, it
will also offer the possibility of anonymous payments in limited amounts. It will support
advanced payment use casesthat the private sector will be able to offerto all users - not just
financial entities or those operating in decentralised virtual asset - based on the secure
infrastructure ofthe Bankof Israel, in a competitive and open environment that will prevent
the creation of "walled gardens." The recently concluded "Digital Shekel Challenge"
provided a glimpse into some of the advanced applicationsthat can be offered with the DS,
such as "Delivery versus Payment" and "Payment versus Payment," micro-payments, split
payments, batch payments, sub-wallets, and wallet status management, among others.
Additionally, the DS will be interoperable with other systems, allowing easy conversion
between the DS and other means of payment, linking DS payments with trnasactions in other
digital asset networks, and enablingusers to receive or make payments in the digital shekel

even if the other party to the payment does not use theDS.

As the economy becomes digital, the decline in the usability of cash reaffirms the case for
maintaining public access to central bank money, in order to ensure the "singleness of
money," financial stability, and public trust in "private money," as well as continued
competition in the payments system. Issuing a digital shekel primarily addresses this case.
Beyond that, it will address several motivations identified by the Bank of Israel in the past,

whichthedesign presented in the document supports:

e Competition. The DS will allowa wide range of system participantsto offer services
in the digital shekel and provide an alternative to existing and new means of
payment, increasing competition and removing the risk of a "winner-takes-all"
phenomenon in the payments system. The possibility of paying interest from the

Bankof Israel to DS holders could alsoincrease competitionin the deposits market.
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e Innovation. The DS system will be built from scratch as an innovative system that
allows immediate and final payments, supports advanced payment applications,
and interoperates with other payment systems and digital asset networks. The
collaboration between the public sector, which will lay the infrastructure, and the
private sector, which will offer innovative use cases, will ensure innovation while
maintainingsecurity and stability.

o Redundancy. The DS systemwill operate asa separate payment system that will not
depend on other payment systems for its operation, ensuring the ability to make
payments in emergencies or failures in other systems. Support for offline payments
will ensure the ability to make payments even in case of system failureor failures to
criticalinfrastructures such aselectricity and communication.

e Cross-border payments. CBDCs have the potential to streamline and increase
competition in cross-border payments, as demonstrated in the Project Icebreaker,
in which the Bank of Israel took part. Additionally, cross-border payments can be
made inthe digital shekel in combination with existing payment systems.

e Digitalpaymentsmaintainingprivacy. Thelevel of privacyin the DS will be higher
than that of existing digital payments, even if lower than that of cash. The Bank of
Israel or any other central entity will not have access to personal identifiable
information of wallet holders or the ability to identify their payments. ADS payment
canalsobe of anonymous nature, under conditionsto be determined.

e Combatingthe "blackeconomy." The DS will be subject to anti-money laundering
and counter-terrorism financing rules. It will be accessible to every resident
(individual or corporation)inlsrael, includingthrough a basicand accessible access
technology, which can also serve those who are reluctant to use existing digital

means of payment, helping them to comply with rules on reduction of use of cash

andincentivisingthemto adoptdigital payments.

Alongside the benefits, itis importantto remember thatthe DS entails significant risks, such
as financial disintermediation, cyber risks, privacy risks, and risks to the central bank's
reputation. These risks were considered in the design process, and many design decisions

were madeto hedge and address these risks.

Below arethe main points of thedesign, described in detailin the document's chapters:
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Whatis the Digital Shekel

The digitalshekel isa CBDC thatisa liability of the Bank of Israel towards those who hold it,
including individuals, businesses, various organisations, and the government. The DS will
join physical cashanddigital moneyin bank'sreserves atthe Bankof Israel, which together
form "public money", will be legal tender in Israel with a 1:1 conversion ratio to any other
form of Shekel, and will operate alongside the existing range of means of payment. The DS
will be usable by the general public (retail CBDC) and financial entities (wholesale CBDC),
makingit a "multipurpose CBDC".

The DigitalShekel Ecosystem

The ecosystem includes various entities that will fulfil diverse roles. The Bank of Israel,
beyond being the soleissuer of the DS, will serve as the system manager and would be setting
system rules. The bank (or an entity on its behalf) will also serve as the system operator
responsible forthe proper functioning ofthe backend layer. Inanotherrole, the Bank of Israel
will also act as the supervisor of the digital shekel system, as defined by the Bank of Israel
Law: "toregulatethe paymentand clearingsystemsin theeconomy." Alongside the backend
layer, several other central serviceswill operate, suchasanalias management systemand a
fraud monitoring system that will help identify and prevent fraud through real-time data
analysis. These systems will be designed to maintainingthe DS's privacy principles and

operate accordingly.

The DS will operate in a two-tier model. Private sector system participants include digital
shekel Payment Service Providers (DS-PSPs or PSPs), Funding institutions (Fls), and
Additional Service Providers (ASPs). PSPs are responsible for connecting end-users to the
digital shekel system and enablingthem to make transactions. Withoutengaginga PSP, an
end-user cannot operatein the digital shekel system. Sincethey do not hold the customer's
funds, they do not create the financial risk associated with this, allowing a wide range of
entities to operate in the field. FIs will need to enable funding and defunding DS wallets
against the account managed with them or against cash. ASPs will offer services such as

budget management and advanced paymentapplications.

The Basic User Journey in the Digital Shekel
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The basic user journey in the digital shekel begins with onboarding to the system and
creating a wallet. The user can link multiple wallets to their unique identifier and manage
them through one or more PSPs. The system will support various access technologies,
includingsmartphones, smart cards, or "stupid" phones, point-of-sale (POS) terminals, and
cloud-based interfaces. PSPs will develop and offer access technologies to end-users while

adheringto standardsandrules set by the system manager.

The end-user canfund the digital walletintwo main ways: againstanaccountwithanFl or
against cash at ATMs or Fl service counters. An online payment transaction in the digital
shekel can be performed between any two end-users in the system, subject to necessary
checks by the PSP, such as sufficient balance, compliance with anti-money laundering and
counter-terrorism financing rules, and fraud monitoring. The system will support micro-
payments as well as very high-value payments. Every payment in the digital shekel will be

immediateandfinal, and the system will beavailable 24/7/365.

The AdvancedUserJourneyin the Digital Shekel

Beyond the basic user journey, the digital shekel includes interoperability with other
payment systems in Israel and abroad and with regulated digital asset systems.
Interoperability will allow easy and efficient payments between different systems. Thanks to
features built into the system's core, such as the ability to lock and release funds under
various conditions and based on various mechanisms, system participants will be able to
offer advanced and complex payment use cases. The digital shekel will also enable offline

payments, independent of communication with the PSP or the backend layer. This capability

will be particularlyimportantin areaswithout communication andin emergencies.

ArchitectureandTechnicallssues

The design presented in the document is "technology-agnostic." Specifically, it does not
determine whetherthe DS will be based on distributed, centralised, or other technology. The
logical architecturestatesthat at the core of the digital shekel system arethe main database
and the settlement engine. The settlement engine updates balances in the main database
and performs payment transactions between wallets. The main database includes the

minimal information required to settle payments and enforce policy, without storing

10
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personal identifiable information about end-users or information about individual
transactions. Alongside the main database, additional databases will exist for operational

andstatistical analysis, while maintaining privacy principles.

Every transaction in thedigital shekel system requires communication between the various
entities in the ecosystem. The payment message will include the minimal information

required to perform the payment transaction, but the message structure will be designed

flexibly sothat additionalinformation can beadded as needed.

The digital shekel system will be available 24/7/365, with availability as close as possible to
100%. The time to completion and finality of a payment will be no more than a few seconds.
Performance requirements will be identical for all participants, so the end-user will enjoy
optimal performanceregardless of the participant servingthem. The system will be designed

to be scalableaccordingto the growth in usage.

Policy, Rules,and Regulation

The digital shekel system will be designed with a privacy-by-design approach. The Bankof
Israel or any other central entity will not have access to personal identifiable information
aboutend-users' activitiesin the digital shekel. The level of privacyinthe digital shekel will
be higher than that of existing digital means of payments but lower than that of cash.
Participants will not be able to use the information accumulated about users and their
activities in the digital shekel system for commercial purposes unless users give clear and
informed consent. Anonymous payments, both online and offline, will be possible below

thresholds that will beset and inaccordancewith relevantrisk managementrules.

The cost of using the digital shekel for basic activities should be low to negligible.
Individuals will not pay fees for these activities. PSPs will be ableto charge a feefor receiving
paymentsfrom merchantsand will pay aninterchange fee to the PSP of the payer. The Bank

of Israel will bearitsown costs of managingand operating the system.

Users of the digital shekel will enjoy consumer protection similar to that provided with
other digital means payment. PSPs will be responsible for preventing fraud and

compensating customers in case of fraud, according to the rules in the Payment Services

11
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Law. However, offline and anonymous payments will not be eligible for consumer

protection.

The digital shekel system must comply with anti-money laundering (AML) and counter-
terrorism financing (CTF) rules, using advanced technologies and methods to ensure its
reliability and prevent economic crime. PSPs will bear the primary responsibility for risk
management, including"know your customer" (KYC) processes, monitoring payments, and
reporting suspicious activities. The system will be designed to meet international AML
standards, with mechanisms for information sharing between PSPs to comply with

regulatory requirements.

The digital shekel system will be designed and built accordingto high information security
standardsto ensure data integrity, user privacy, and protection against threats. The system
manager will define policies and procedures for managing system security, while
participants will be required to meet stringent standards and conduct independent audits.
The system will be designated as critical national infrastructure and will comply with the

standards of the National Cyber Directorate.

To hedge againstrisksto the liquidity of the banking system, as well as negativeimpactson
the supply and cost of credit, there may be holding limits on end users' balancesin digital
shekels, and in times of crisis concerns, also funding limits. These limits will be determined
while considering the impact on user experience and the need for flexibility to adapt to
public adoption and long-term trends. Initial simulations of a model designed to calculate
the required holding limits for different types of users suggest the magnitude of the
necessary limits. Themodel'sresults, based on 2024 data, indicatethattherequired holding
limits will allow end users—individuals to small to large businesses, to operate in a wide
range of use cases, without the holding limits being a binding constraint. This includes use
cases of not every-day payments (such as most payroll payments in the economy and
common business-to-business transactions). These findings need to be taken with the

necessary caution.

Thedigital shekel system will allow thefunctionality for payinginterest on the held balance,
which could enhance monetary transmission, and competition in the deposits market. The

decisionon payinginterest and the rate of interest to be paid will beat the discretion of the

12
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Bank of Israel, according to monetary and macroeconomic conditions, considering the

associated risksand complexities.

The document is a preliminary design, and even if a decisionwere to be made now, it does
not describe everything necessary to enable the issuance of a digital shekel at this stage.
Upon completion of the preliminary design, the digital shekel project will move to the next

phase, and inthe years 2025-2026, the project will focus on the followingtopics:

e In-depth economic analysis of the cost and benefit, opportunities, and risks of
issuinga digital shekel.

e Learning and deepening familiarity with the technologies available for
implementing the design.

e Adapting the design based on feedback received on this document, public
preferences as revealed by studies conducted by the project, and the results of the
technologicaland economic analysis.

e Preparing for the legislative process. The possibility of parallel legislation to ensure
the statusand respectability of cash will be considered.

e Planningthe regulatory framework within which thedigital shekel will operate.

e Thorough examination of the implications of wholesale CBDC, and the feasibility
thatthe digital shekel to functionasa multi-purpose CBDC.

e Preparingaroadmap for the possibleissuanceof a digital shekel.

e Preparing a documentrecommending to the Governor of the Bank of Israel whether
to decide to issue a digital shekel. Thisdocument will be written towards the end of

2026.

13
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How You Can Influence the Design of the Digital Shekel

This design document is being published to the publicto present the evolvingdesign of the

digital shekel system to all stakeholdersand toreceive their feedback in the followingways:

1. FeedbackQuestionnaire. Startingfrom Chapter 3 of the document, at the end of each

section, there is one or more question regarding that section. Through these questions,

the project team seeks to gatherreaders' opinionson the design decisions presented in

the document.

Responses to the questions will be submitted via a dedicated online form, accessible at
https://forms.gle/40e8nzKVjhgPLZTT6

(At the beginning of the questionnaire, you can choose to answerin Hebrew or English).

Here are some key pointsfor readers to note:

The questions are professionally formulated and pertain to topics relevant to the
paymentsindustry, thefinancial sector, and entities that use payment services (such
as retail companies, businesses, consumer organisations, etc.). However, all
readers, without exception, including academics, civil society, and the general

public, are welcome and encouraged torespondto the questionnaire.

. The questionnaire is not technological. Most of the questions deal with business

issues, the business logic described in the document, and regulatory aspects.
Technological feedback can be provided through information received from
companiesandtechnology experts, as described in Section 2 below.

The questionnaire is not anonymous. At the beginning of the questionnaire,
respondents must indicatewhether they are anindividual responding on their own
behalf or an organisation, and provide their name and email address. This
information will be used by the project team to analysetheresponses correctly and
may also allow for follow-up to seek clarifications or additional information if
necessary. The Bank of Israel will not disclose the identities of the respondents, nor

willit publish positions or responses that can be attributed to specific respondents.

. The Bank of Israel may publish aggregate analyses of the questionnaire responses

but does not commit to doingso.

14
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e. Youcanchoose which questionstoanswer and arenot requiredto completethe
entire questionnaire. You can choose to answer sequentially according to the
document or select specific topics in the questionnaire (according to the selection
menu) and address only those. From any section in the questionnaire, you can
"jump" toany other section or to the questionnaire'send page.

f. The questions from the questionnaireareintegrated into the document to facilitate
addressing them in the context in which they were written, although the responses
will be submitted via a dedicated form. Itis important to notethat, in addition to the
guestions asked, the formitself allowsfor additional commentson eachsection.
Afterthe list of questions foreach section, thereisan option for additional comments
under the heading "Additional comments for this section."

g. Responsesto each question are limited to 1,500 characters (approximately 250
words).

h. The questionnairewill be open for responses untilApril30,2025.

i. Clarifications and Disclaimers - It should be noted thatthe Bank of Israel reserves
the right to utilise any information submitted in response to the questionnaire,
subject to the provisions of Section C above, and isunder no obligation to accept any
of the submitted positions, if any. Furthermore, this request should not be

interpreted asa commitment by the Bank of Israel to any party.

2. ReceivingInformationfrom Companies and Technology Experts.Inafew weeks, the
Bank of Israel will publish a series of Requests for Information (RFI) regarding the
technologicalimplementation possibilities of key services and capabilitiesin the digital
shekel system, asdetailedin the design. Technology companies and technology experts
will be ableto providefeedback on the recommended technologicalimplementation of
one or more components forwhich informationisrequested. Theinitial response will be
in writing, and subsequently, the Bank of Israel will consider whether and how to

continuethe dialoguewith some or all respondents, at its discretion.

Detailed information about the components for which RFIs will be published, the response

process, and the conditions under which it will be conducted will be published later.

15
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It should be emphasised that those intending to respond to the technological RFls are not

precluded from also responding to the questionnairedescribedin Section 1.

16
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“The Beginning of Wisdom s the Definition of Terms” ~ Socrates

Entities in the Digital Shekel System

1. EndUsers-Anyonewhocanholda balanceand perform payment transactions with
the digital shekel: individuals and organisations (businesses, non-profits,
government offices, etc.). Participants in the system may also hold a wallet(s) and
actasend users. An end user is the owner of the digital shekels in theirwallet.

2. Indirect End User-Anentity thathasbeen granted permission by the end user who
owns the wallet to use their digital shekels. The indirect user will operate in a
separatewallet linked to theidentifier of the direct user, to which transactions made
by and under the control of the indirect user will be attributed. Theindirect user will
joinonly withtheapproval ofthedirect user, and their details will be kept by the PSP
providing service to the indirect wallet (examples: children under the age at which
they canhold a wallet directly, branches ororgans of a business, etc.).

3. Participant - An organisation that plays a role in the digital shekel system and is
bound by the system's scheme rules. Sofar, the followingtypes of participants have
been defined for the digital shekel system:

o Digital Shekel Payment Service Provider (DS-PSP)
e Funding Institution (FI)
e Additional Services Provider (ASP)

4. System Manager - The entity that defines the scheme rules and is responsible for
the proper management of the system, including supervising the various
participants in their activities concerning the scheme rules, resolving disputes
between participants, etc. The Bank of Israel is expected to fulfil thisrole.

5. System Operator - The entity that operates the technological infrastructure
according to the scheme rules and the terms of engagement with the system
manager. The system operator will be the central technological entity with which
most technological engagements of thevarious entities will be conducted. The Bank

of Israel, oran entity appointed by it, is expected to fulfil thisrole.

17
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Funding Institution (Fl) - Financial entities licensed by a financial regulator that
manage paymentaccountsfor the public outside the digital shekel system and will
allow their customers to convert money from their account balanceto DS (funding)
and vice versa (defunding). Examples include commercial banks, the Postal Bank,
credit unions, financial asset service providers, etc. Some of these entities will also
support the conversion of cash to DS and vice versa for all end users of the digital
shekel. Different models for Fl activity may exist, depending on whether the Fl has
accessto the RTGS and whether it relies on its own digital shekel balanceor that of
another Fl to perform the funding and defunding processes for its end users.

Digital Shekel Payment service provider (DS-PSP) - The entity responsible for
providingthe necessary technological and business framework to connect end users
to the digital shekel system (conducting KYC procedures, providing and recovering
access technology to the system, customer service, etc.) and enabling end users to
perform transactions. Without engagement with a payment service provider, anend
user cannotoperatein the digital shekel system.

Additional Services Provider (ASP) - An entity of this type can provide optional
additional servicesto end users, such as budget management, analytics services for
businesses, payment insurance, advanced payment applications (e.g., conditional
payments), etc.

Default Payment ServiceProvider - Apayment service provider that must provide
basic payment services in DS to anyone eligible for a digital shekel wallet. There is

no necessity for such anentity to exist.

Business Terms

Retail Central Bank Digital Currency (rCBDC) - A digital currency issued by the
central bank, representing a direct liability of the central bank, intended for use by
the general public.

Two-Tier Model - An operational model for the rCBDC system where end users'
access to the system is based on engagement with payment service providers who

supply the necessary technological, service, and business framework for this access.
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3. Smart Money - Digital money that, beyond being a simple database entry like
"classic" money, ismanagedin a system thatallows foradvanced usecases, such as
smart contracts, DeFi, conditional payments, and more.

4. Wholesale Central Bank Digital Currency (wWCBDC) - An upgrade of the RTGS
system to smart money that can operate 24/7/365. It has built-in programmability
and connectivity to other systems (DLT and others). According to the BIS, wCBDCs
are intended for use in transactions between central banks, commercial banks, and
other financial institutions, meaning they will play a role similar to that of reserves
or clearing accounts currently held at central banks. However, they can enable
financial institutions to access new functions powered by tokenisation, such as
composability and programmability.

5. Payment Transaction - The transfer of digital shekels from one wallet to another
wallet(s).

6. Funding/Defunding - The conversion of other forms of New Israeli Shekels (e.g.,
depositsin an Fl,as well as cash)into DS. The result of a funding process is thatthe
balancein the end user's digital shekel wallet increases, and their balance with the
FI (or their cash balance) decreases. Defunding isthe reverse of funding.

7. Issuance/Redemption - Thecreation/deletionof new/existing digital shekels by the
Bankof Israel, resultingin a changein the amountof DSin circulation.

8. Waterfall Mechanism - A process in which digital shekels are automatically
defunded from the digital shekel wallet if the balance exceeds the maximum holding
amount defined by the holding limit (if defined) or according to the end user's
preferences. This allows the user to receive payments into the digital shekel wallet
even if the payment increases the balance beyond the holding limit. A wallet not
linked toan Fl cannot use this mechanism.

9. Reverse Waterfall Mechanism - A process in which the digital shekel wallet is
automatically fundedifthereisaninsufficient balanceto performa transaction, or if
the balancefalls below a certain threshold defined by the user. Thismechanismcan

allow for payment actionsinamounts higher than the holdinglimit.

! Composability is the ability to bundle multiple actions so that they are executed following asingle
transaction command.

Di lorio, A., Kosse, A., & Mattei, I. (2024). Embracing diversity, advancing together-results of the 2023
BIS survey on central bank digital currencies and crypto.
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Conditional Payment - Apaymentthatis executed (automaticallyorinitiated) only
if oneor more predefined conditions are met. These can be conditions known to the
system, such as time and usage characteristics, or external conditions, such as a
delivery versus the payment. Various technological and business mechanisms exist
for managing a conditional transaction process. In some mechanisms, a certain
balance may need to be locked when the transaction is closed, and released to the
payee when the condition ortrigger is met.

Offline Payment - A payment in a situation where both parties, the payer and the
payee, are not connected to the backend of the DS system, and the payment is
transferred via an electronic message between their accesstechnologies.
Synchronous Payment - A payment involving both user interfaces (the payer and
the payee) at the time of the transaction. For example, the payee's user interface
sends a payment request, and the payer approves the request through their
interface.

Asynchronous Payment - Apaymentinvolvingonly the payer'suserinterfaceat the
time of the transaction. No action is required from the payee for the payment to be
executed. However, the payee can receive a notification of the transaction's

completion.

Technological Terms

Access Technology - The hardware and/or software that allows end users to
perform payments and manage their digital shekel balances. An access technology
includes a secure containerand usually also a user interface.

Unique Identifier - Aone-to-oneidentifierissued for each end user registered in the
digital shekel system, to which the wallets of that end user are linked. The unique
identifier lacksidentifying features of theend user and cannot be used to identify the
user.

Alias - An easy-to-remember or retrieve nickname, such as a name, phone number,
or email address of the end user linked to their wallet. The alias allows payments
between end users without needingto specify theidentifier, which may be a complex

sequence of letters and numbers.
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4. Digital Shekel Wallet - A compartment in the digital shekel database where
balancesof digital shekels (and only digital shekels) arerecorded. Thewalletis used
to perform funding, defunding, and payment transactions in the digital shekel
system. There cannot be a negative balanceinthe wallet. Thewalletislinked to the
user'suniqueidentifier,and theuser'saccessto thewallet will be through a payment
service provider. Auser can hold multipledigital shekel wallets linked to their unique
identifier. They can link a wallet or multiple wallets to multiple payment service
providers orlink multiple walletsto a single payment service provider.

5. Offline Digital Shekel Wallet - A hardware component where balances of digital
shekels are recorded, used to perform funding, defunding, and payment
transactionsin thedigital shekel system offline. There cannot bea negative balance
in the wallet. Unlike an online digital shekel wallet, each offline wallet can only be
linked to one PSP.

6. Backend Layer - The system components required by the system operator to
perform its functions in the digital shekel system, including the necessary and/or
derived databases from these actions (including the main database containing the
balances in all end-user wallets). In particular, the backend will include the
"settlement engine" - the component that enables the transfer of digital shekels as
aresult of a payment betweentwo wallets - and the main database.

7. Offline Digital Shekel Issuance Engine - A component in the backend layer that
communicatesthrough the PSP to the user's offline digital shekel walletandissues
offline DSintoit, while simultaneously "redeeming" DS from the user'sonlinewallet.

8. Account-based System - An architecture for recording liabilities to end users as
balancesinaccounts, and paymentactionsasdebitin the payer'saccount and credit
inthe payee's account forthe same amount.

9. Token-based System - An architecture for recording liabilities to end users by
computer files (tokens) of various values, with mapping linking the tokens to their

owners.

Abbreviations and Acronyms

DS - Digital Shekel
AML - Anti-Money Laundering
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ATM - Automated Teller Machine

CBDC - Central BankDigital Currency

CDD - Customer Due-Diligence

CFT- CombatingtheFinancingof Terrorism
DvP - Delivery Vs Payment

ECB- European Central Bank

EMV - Europay, Mastercard, Visa (International standard for smart payment cards and
terminals supporting them)

loT - Internet of Things

KPlIs - Key Performance Indicators

KRIs - Key Risk Indicators

KYC - Know Your Customer

NFC - Near-Field Communication

PET - Privacy-Enhancing Technologies

PIl - Personally Identifiable Information
PvP - Payment Vs Payment

RPO - Recovery Point Objective

RTO - Recovery Time Objective

e User Abbreviations - Private (P), Business (B), Government/Public (G), Financial

Institution (F).
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1. Introduction

Similar to many central banks worldwide, the Bank of Israel has been exploring the
possibility ofissuinga Central BankDigital Currency (CBDC) for several years, whichinIsrael
will be called the digital shekel (abbreviated as DS). In 2018, a report was published by the
interdepartmental team for the study and examination of central bank-issued digital
currencies.? At the end of 2020, the Governor of the Bank of Israel appointed the Steering
Committee for the possible issuance of the digital shekel, chaired by the Deputy Governor,
and the "Digital Shekel Project" was launched. Since no decision has been made by the
Bank of Israeltoultimately issue the digital shekel, the project was defined asan "action
plan." This means that if future conditions arise where the Bank of Israel assesses that the
benefits of issuing a digital shekel outweigh the costs and potentialrisks, the Bankof Israel

will be prepared to implement this plan.

Initially, the project mainly focused on self-study - covering technological issues, business
topics, and the possible implications of issuing a digital shekel on the financial system, the
payment system, and theeconomy asa whole. Overthe past fouryears, a significant amount
of information has been shared with the public about the project's progress on the Bank of
Israel's website.? In late 2022, the project began to focus on the initial design of the digital
shekel, which emerged from the draft model presented in a document published by the
Steering Committee to the public in 2021.# Simultaneously, the bank continued to conduct
technological experiments, someindependently and some in collaboration with the BIS and
other central banks. At the beginning of 2023, the Steering Committee set a target for the
project to present a high-level design document by the end of 2024. This document was
discussed by the Steering Committee during December 2024 and is now being published to
the public.

The digital shekel, if and when issued, will be a digital means of payment available to the

entire public: residents of Israel - including children, adults, businesses, public entities,

2Bank ofIsrael (2018). Report of the team to examine the issue of Central Bank Digital Currencies

3 Bank of Israel - The Digital Shekel.

4 Bank of Israel (2021). Digital Shekel of the Bank of Israel: Potential Benefits, Draft Model, and Issues
to Examine.
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financial institutions, any other legal entity - and even non-residents of Israel. Unlike the
widevariety of types of digital money and digital means of payment that already exist today,
such as bankaccounts, payment apps, and debit cards, the digital shekel will be a liability of
theBankof Israel to the holder, similarto cash, ratherthan a liability of a private-commercial
entity. The first question we must ask when considering the issuance of a digital shekel is -
why? What is the added value of the digital shekel over the existing range of means of

payment?

Humanity is undergoing a digital revolution. Many products and services that were
previously consumed onlyina physical or analogue formare now provided digitally. Various
sectors of theeconomy aredisappearingor making adjustmentsto remain relevant. Central
banks have provided the most common and usable means of payment for hundreds of years
- physical cash, inthe form of banknotes and coins, and the Bank of Israel has done so since
it was established 70 years ago. Even in the digital age, cash remains highly important for
large segments of the population (e.g., those with lowdigitalliteracy or disabilities that make
it difficult to use digital means of payments); and in various scenarios, such as extreme
emergencies or natural disasters. The Bank of Israel does not intend to stop issuing cash.
However, as the economy becomes digital and digital means of payment become more
prevalent, convenient, and secure, the usability of cashis declining, and means of payment
based on money that is not a central bank liability ("private money") are taking its place.
Many central banks, includingthe Bankof Israel, are asking themselves: will they disappear
from the landscapein terms of offering a means of payment for public use, as many product
and service providers are disappearing? Or should they make adjustments to remain

relevant, likesome industries aredoing?

A decline in the usability of cash, to the point of its near disappearance, means leaving the
field of publicly available means of payment solely to the private sector. This could have

three mainimplications:

e Jeopardize theprinciple of "singlenessof money." Economic history shows that
insituationswhereonly privateinstitutionsissued money for public use, there were

events where money issued by one institution was not at par with that of another
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(e.g.,in the United Statesin the 19th century).> Thisundermines the ability of money
toserve oneofitscentralroles -to bea unitofaccount. The existence of central bank
money as a monetary anchor, to which all other types of money are easily, quickly,
andcheaply convertible, ensures that all types of money are equalinvalue.

¢ Riskstofinancialstability. Centralbankmoneyis the safest assetin the economy.
Unlike private money, holdingit is not associated with credit risk. One reason the
publicisindifferent to thisrisk when holding private money isthefactthat whenever
they withdraw cash, they see that the singleness of money is maintained, and their
money inthe bankisalwaysconvertibleto therisk-free money of the central bank. If
the publicis unableto, at will, withdraw and use central bank money, this could
undermine public confidencein private money.®

e Harm to competition. Cash exerts competitive pressure on private means of
payment. Its declining relevance could lead to a less competitive payment market,

especially wherethe marketis relatively concentrated.

It is important to emphasise that there is no consensus regarding the magnitude of the
implications mentioned above, and their validity may vary over time and between
jurisdictions. Uniformity of money can be maintained even if types of private money are
convertible to each other through the reserves at the central bank and the RTGS system. It
canbe argued that central bank digital money ensures the principle of uniformity, even if it
is only wholesale - that is, available only to financial institutions and not to the general
public. Public confidence in the banking system is largely ensured by the effective
supervision exercised by the Banking Supervision Department at the Bank of Israel. The
impacton competition canalso be mitigated through appropriateregulation. However, this

is not a laboratory experiment, and it may indeed be difficult to assess the implications of

the decliningrelevance of central bankmoney inreal-time.

Beyond the need to maintain public access to central bank money in the digital age, the
Steering Committee identified six possible motivations for issuing a digital shekel in a

document published in 2021, considering the relevant conditions of the State of Israel.

® Elwell, C. K. (2011). Brief history of the gold standard (GS) in the United States.
® For further reading: Panetta, F. (2021). Central bank digital currencies: a monetary anchor for
digital innovation. Speech at the Elcano Royal institute, Madrid.

25


https://sgp.fas.org/crs/misc/R41887.pdf
https://www.ecb.europa.eu/press/key/date/2021/html/ecb.sp211105~08781cb638.en.html
https://www.ecb.europa.eu/press/key/date/2021/html/ecb.sp211105~08781cb638.en.html

The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

Below, we will review these motivationsand briefly discuss how the design presented in this

document supports them:

1. Creating an efficient and secure alternative to existing and new means of
payment in the digital age. The digital shekel has the potential to increase
competition in the payment system and eliminate the fear of a "winner-takes-all"
phenomenon in any part of the payment system, whether by an existingentity or by
entities offering private money using new technologies. Sincethe DS is a liability of
the Bank of Israel, a widerange of private sector system participants will beableto
offer payment services using it,” without bearing the financial risk of holding the
money. Therefore, they will be exempt from stringent regulation in this area.
Payment Service Providers can offer innovationin payments without compromising
(and even enhancing) public confidencein money. Payinginterest from the Bank of
Israel to DS holders may also increase competition in the deposit market, as
described insection 7.7 of the document.

2. Creating an innovative infrastructure that ensures the payment system's
adaptationtothe needs of thefuture digitaleconomy. The DS payment systemis
aninnovative system built from scratch. Payments areimmediate andfinal. Chapter
6 of thedocument describes the extensive capabilitiesthat will enable the systemto
support advanced payment applications, with interoperability with other payment
systems as well as with other digital asset networks that are currently developing
and will develop in the future. The Digital Shekel Challenge,® which recently
concluded, demonstrated several innovative use cases by private companies that
the DS system will be ableto support. The collaboration between the public sector,
whichwill lay theinfrastructure equally for all participants and ensureits availability
and safety, and the private sector participants, who can offer innovative use cases,
is a recipe for the system's success in offering innovation and progress while
maintaininghigh standards of security and stability.

3. Ensuring the redundancy of the payment system and its proper functioning in

emergencies or failures. The DS system will operate as an additional payment

" As described in Chapter 3 of this document.
8 Bank of Israel - The Digital Shekel Challenge.
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system that will not depend on other payment systems for its operation.? The central
settlement engine will be under the responsibility and management of the Bank of
Israel. Communication between the participants and between them and the Bank of
Israel will not depend on existing payment systems. Support for offline payments will
ensure the ability to make payments even in case of a system failure or in case of
nationalinfrastructurefailures, such aselectricityand communication.

Creating an efficient and low-cost infrastructure for cross-border payments.
Central bank digital currencies have the potential to streamline and increase
competition in cross-border payments, as demonstrated in Project Icebreaker,*in
whichtheBankof Israel took part. However, so far, thereis nointernationalinitiative
for the connectivity of retail CBDC systems, as demonstratedin that project. Section
5.1.2 ofthisdocument describes how the design supports at least the ability to make
cross-border payments in the digital shekel in combination with existing payment
systems and how the design will ensure that if international arrangements for
connecting CBDC systems are established, the digital shekel will beableto integrate
with them.

Maintaining the public's ability to make digital payments while preservinga

certain level of privacy. The Two-tier model ensures that while end users' DS

wallets will be represented in the main database managed by the Bank of Israel,
neitherthe Bankoflsrael norany other central entity - governmental or private - will
have access to personal identifiable information of end users. This information will
be held only by the Payment Service Providers. If such information is requested, it
will beobtainable from them only accordingto the law (e.g., by law or court order) -
asis currently the practice. The Bank of Israel will not have a database that allows
the attachment of identity to DS wallet ownership. Making a payment in DS can be
of anonymous nature. Each userwill beable, upto amountsto be determined inthe
future, to make payments, whether online or offline, so that theidentity of the payer,

the payee, or the context of the payment will not be visible to any other entity.

° The system depends on other systems for wallet funding and defunding, but not for payment

actions, as long as these start and end within the DS system and do not involve interoperability with

other systems.
10 Bank for International Settlements, Bank of Israel, Norges Bank, Sveriges Riksbank, &BIS
Innovation Hub Nordic Centre. (2023). Project Icebreaker: Breaking new paths in cross-border

retail CBDC payments.
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Section 7.1 describes several additionalfeatures that will ensurethe privacy level of
the DS is higher than that of existing digital means of payment, even if lower than
thatof cash.

6. Supporting the government's policy to reduce the use of cash and combat the
"black economy." As a digital means of payment, the DS will be subject to anti-
money laundering and counter-terrorism financing rules. As described above,
enforcement authorities, includingthe policeand taxauthorities, will be able to view
information about DS users' activities only according to legal provisions. The Bank
of Israel will ensure that the DS is accessible to every resident (individual or
corporation) in Israel. One way to do so is by setting a standard for a basic and

accessible access technology, which can also serve those who are reluctant to use

existing digital means of payments, thereby helping those parts of the population

comply with cashusage reduction rules and adopt digital means of payments.

These, then, are the motivations of the Bank of Israel for the possible issuance of a digital
shekel. The question arises, what about the general public? Why would households and
businesses, that already have a variety of payment options and trust the stability of the

banking system despite the credit risk inherent in private money, want to use the digital

shekel?

The DS is expected to offer a wide range of benefits to all segments of the population. It will
be availableto theentire public, includingchildren, foreigners, all types of businesses, public
institutions, andfinancial entities. Similar to cash, it will bea universal means of payment -
anyone will be able to pay anyone, and anyone will be able receive payment from anyone,
but with the convenience of a digital means of payment. Like cash, payment in the DS is
immediate and final, a feature not currently offered in small retail payments.!* The DS will
support offline payments, ensuring that even in situations without network connectivity,
payment transactions can be completed smoothly. Its level of privacy will be higher
compared to existing digital means of payments, and similar to cash, it will also offer the
possibility of anonymous payments, albeitin limited amounts, while adhering to anti-money

laundering and counter-terrorism financing regulations. The DS will support advanced

11 For further details and a distinction between the DS and existing systems that provide immediacy
and finality, see
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payment scenarios - some of which exist today but will be universally available on the secure
infrastructure of the Bank of Israel - and some that do not exist today. Thus, the DS will
enable every end user - private, business, governmental, or financial - to benefit from
advanced applications, someof which are currently availableonly to financial entitiesorin
with decentralised assets, such as delivery versus payment and payment versus payment,
micropayments, split payments, batch payments, sub-wallets, and wallet status
management, among others. All these are described in section 5.2, and some were
successfully demonstrated in the "Digital Shekel Challenge." The DS will be interoperable
with other payment systems, allowing users to receive or pay in digital shekel even if the

other party to the payment does not use the digital shekel.

The DS isexpected to operate withinwhatis called a "Two-tier model" While financially, the
DS represents a liability of the Bank of Israel to the end user holdingit, users' access to the
system will be facilitated through private sector participants, particularly Digital Shekel

Payment service provider. These entities, unlike the central bank, are capable of managing

the necessary interfaces with end users, conducting the required checks under anti-money
laundering rules, providing the necessary customer services, and developing advanced
capabilitiesandinnovative userinterfacesin a competitive environment. The ability of these
entitiesto make commercial use the information they collect will be limited and conditional
on the explicit consent of the user. However, beyond the basic services in the digital shekel,

payment service providersand Additional services provider will be able to offera wide range

of advanced payment services, aswell aslink payment services - both basicand advanced -
to other areas of activity they engage in, such as financial services, retail activities, e-
commerce, and more. These activitieswill enable system participantsto build a sustainable

business model for their operationsin the digital shekel, and through them, the digitalshekel

canbe leveraged to creatingnew economic activity.

It is important to note that alongside the many benefits, the digital shekel also entails
significant risks, especially if not carefully designed. The main risk that of financial
disintermediation resulting from the conversion of a significant portion of public depositsin
banks to the digital shekel. A poorly designed system could also yield cyber risks, privacy

risks, and reputational risks for the central bank. These risks have been considered
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throughout the design process, and many of the design decisionsreflected inthe document

aimto hedge and address these risks.

This document presents an initial design of the digital shekel, and it is the product of over
twoyearsofwork by the project team, underthe guidance of the Steering Committee. During

thedesign process, about twenty different and diverse areas were examined and researched:

e Principlesfor Establishing Acceptance

e Interoperability

e Principlesfor System Management

e Information Security

e Privacy

e System Data Model

e CostStructurein Payment Transactions
o HoldingLimits

o Definition of User Base

e Cross-Border Payments

e Logical Architecture

e System Performance

e Access Technologies

e AdvancedPayments

e ImmediacyandFinality

e OfflinePayments

e Anti-Money Launderingand Counter-Terrorism Financing

e Consumer Protection

In each topic, followingthe analysis, the project team brought the design decisionsand the
resulting requirements to the Steering Committee for approval. Once approved by the
Steering Committee, hundreds of decisions and requirements were documented, which are
reflected in this document. Chapter 2 briefly defines what the digital shekel is. Chapter 3
dealswith the digital shekel ecosystem and the roles of the various entities operating within

it. Chapter 4 presents the basic user journey - joiningthe digital shekel, funding the wallet,
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and performing a basic online payment. Chapter 5 presents the advanced user journey -
interoperability with other systems, advanced payment applications, and offline payments.
Chapter 6 presents the logical architecture and several technical topics. It should be
emphasised that the design so far is "technologically-agnostic" and avoids, to the extent
possible, directing towards any specific technology. Chapter 7 presents a wide range of
policy, rules, and regulatory issues. As mentioned, thedocumentis a preliminary design, and
even if a decision were to be made now, the document does not describe everything
necessary to enable the issuance of a digital shekel at this stage. Chapter 8 details the

planned steps.

It is important to note that this document presents the "optimal" digital shekel, from the
perspective of the Steering Committee and the project team. The DS described in the
document supports a very widerange of use cases, by a wide range of system participants,
and for the benefit of a wide range of end-user types. Typically, payment systems are not
built in a day. It may be necessary to prioritise some of the capabilities and components
described in the document, due to time, costs, risk management, and other considerations.
This prioritisation could bereflected in a decision to issue the digital shekel with only some
ofthe featuresand add additional featuresin thefuture, oralternatively, in adecision to limit

the digital shekel sothatonly some of the described features areimplemented.

This document is being published to present the design to all stakeholders and potential
partners and to receive their feedback. The summary chapter describes in detail how

various entities cantorespond tothe design document.
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The Digital Shekel (DS) is a Central Bank Digital Currency (CBDC) that represents a
liability of the Bank of Israel to its holders, including individuals, businesses, various
organisations, and the government. The DS will join physical cash and reserves at the
Bank ofIsrael that togetherconstitute "public money", and will be legal tender in Israel

with a 1:1 conversion ratetoany otherform of Shekel.

The Digital Shekel (DS) - a Central Bank Digital Currency (CBDC) - is a digital means of
payment thatrepresentsa liability of the centralbanktoits holders -individuals, businesses,
various organisations, the government and its branches, and more. The DS will join other
forms of money thatareliabilities of the Bankof Israel - physical cash, and digital money in
the commercial bank's reserves? at the Bank of Israel - together these constitute the
monetary base, or "public money." The DS will be added to the variety of existing means of
payment today - cash, and means of payment based on "private money" - bank transfers,
debit cards, payment apps, checks, and more. The DS will be legal tender in Israel, thusits
status will be equivalent to that of banknotes and coins which constitute legal tender in
physical money. Similar to cash and any other payment system using central bank money,
payment in the digital shekel will be immediate and legally defined as final payment. The
digital shekel will be convertible at a 1:1 ratio to any other form of shekel - whether itisa
liability of the Bankof Israel (cash, or reserves) or a liability ofa commercialfinancial entity

(e.g., acurrentaccountbalanceinabank).

12 The government also maintains accounts at the Bankof Israel, and recently the Bank of Israel has
allowed payment companies access to the RTGS system and to hold payment accounts within two
days.
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Figure 1: The Digital Shekeland Other Typesof Money in the Economy
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It is common to distinguish between a central bank digital currency intended for use by the
general public, withanemphasis on individualsand merchants (Retail CBDC), and one that

canonly be used by banks and sometimes additional financial entities (Wholesale CBDC).

Thisdocument proposes thatthe digital shekel could be used by both the general publicand

financial entities - further details on thistopic can be found in Box 2.
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3. The Digital Shekel Ecosystem

Various entities will operate in the digital shekel system fulfilling different roles, all of

which together comprisethe ecosystem of the digitalshekel.

In this chapter, we will detail the types of entities, their roles, and how they will operate

within the digital shekel system.

Figure 2: The Digital Shekel Ecosystem
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3.1. Bank of Israel

The Bank of Israel will be the issuer of the digital shekel, set the rules for the digital
shekelsystem, serve as the systemmanager, andoverseeit. The systemoperator could

be the Bankoflisraelitselforan entity operating it on its behalf.
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3.1.1. Issuer of the Digital Shekel

The Bankof Israelis the issuer of the digital shekel. The authority to issue or redeem (or, by
analogy to physical cash, "burn") digital shekels will be vested solely in the Bank of Israel or

an entity authorised by the Bank. In this role, the Bank of Israel will need to manage the

balanceofdigital shekels incirculationatalltimesand maintaintoolstotrackit.

3.1.2. Manager of the Digital Shekel System

The Bankof Israel also serves as the manager of the digital shekel system. As such, it will set
the system rules ("scheme rules"), establish principles for the system's operation
(participant liabilities, SLAs, basic principles for participant interactions with end users,

access technology, technical requirements, etc.), and the risk management rules that will

bind the participants, aswellastheliabilities of the system operator. As the system manager,
the Bank will define mechanisms for resolving disputes between system participants and

between participants and the system operator, and enforce these rules and mechanisms.

3.1.3. Operator of the Digital Shekel System

The system operator could be the Bank of Israel itself or an entity appointed by the Bank of
Israel to operate it (e.g., a technology provider). The system operator is responsible for the
operation of the backend layer (see section 6.1). It will ensure the proper functioning of the
system asawholeand continuously monitorits performance accordingto metrics set by the

system manager.

3.1.4. Supervisor of the Digital Shekel System

The Bank of Israel will also serve as the supervisor of the digital shekel system, by virtue of
its role defined in the Bank of Israel Law: "to regulate the payment and clearing systems in
the economy." Supervision of the digital shekel system will be carried out by the Payment

Systems Supervision Division at the Bank of Israel.
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3.1.5. Banker of the Government Digital Shekel System

Another role of the Bankof Israel, defined in the Bank of Israel Law, isto serve asthe banker
of government. This role is performed by the Banking Services Unit in the Accounting
Department of the Bankof Israel. For the government and itsvarious branchesto make and
receive paymentsin the digital shekel, this unit will need to serve as both an Fl. (see section

3.3.2) and a PSP (see section 3.3.1) for the government.

Questions - Roles of the Bank of Israel in the Digital Shekel System:

1. Thischapteroutlinesthedivision of responsibilities between the Bank of Israel and other
entities within the digital shekel system. Does the proposed functional division
effectively meet the system’s needs? Are there additional entities or types of

organisations that should be included in the ecosystem?

3.2. Central Services

Alongside the backend layer, several central services will operate to address various

needs of the digitalshekel system. Some of these services may be managed by the Bank

of Israel, while others maybe managed by different entities either public or private.
Below aredescriptions of two central services that will be required:

3.2.1. Alias Management System
Making payments using an alternative identifier (Alias) is an important feature expected to
enhance the convenience of performing payments and prevent errors. In the digital shekel
system, itis importantthattheAliasisissued by a central mechanismand not dependent on
the identity of the PSP managing the end users wallet. This mechanism will be able to link
the identity oftheend user (individual - by ID number, corporation - by registration number,

etc.) to aunique identifier. Toensure the privacy principles of the digital shekel, this system
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will operate outside the Bank of Israel,®in a way that does not allow the bank to link the
wallet and its activities to the end user's identity or their Alias. However, the Bank of Israel
will definethe structure of the Alias, which will beissued accordingto principles which were
developed by the Bankof Israel this matter.** This system will also be able to assist the PSP

inidentifyingthe user during the process of onboardingto the digital shekel.”®

Questions - Alias Management System:

2. Do you believe that a system enabling end users to initiate actions within the digital
shekel system using a recognised and simple alternative identifier - such as a mobile
number or email address - is important? Are there other alternatives that could ensure
a positive user experience and smooth transition between payment service providers
without compromisingthe privacy principles of the digital shekel?

3. Isitimportant for such a system to operate independently of the Bank of Israel? If so,

where should it be managed?

3.2.2. Fraud Monitoring System

A central fraud monitoring system will be established and operate alongside the settlement
engine, assisting PSPs in identifying and preventing misuse events, in addition to the
systems independently operated by the PSPs (see section 0). The nature and role of this
system will be determined by the system manager (within the framework of scheme rules or
legislation). The system manager will establish this system. The manner in which it will be
established and operate will be determined at a later stage, with the guiding principle being

thatthe Bankof Israel will not have accessto the information receivedin this system.

The role of the system will be to assist PSPs in managing and reducing fraud risks by

providing real-time indications of the risk level for each payment transaction that it would

13 For example, it could operate as part of the national identification system managed by the Digital
Israel Bureau.

14 Bank of Israel (2023) — The principles for transferring money immediately between accounts via an
identifying detail such as a mobile phone number or email address have been formulated.

15 See section 4.1.
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be requested to evaluate. Thesystem will analysea widerange of data (but in any case, not
personally identifiable information (PIl) of DS users), such as activity patterns, transaction
history, geographical characteristics, wallet age, the "network" of wallets interacting with
the payingwallet,and more. By using advanced artificial intelligence and machine learning
technologies, the system will identify anomalies and suspicious behaviour patterns and
provide the PSP with a "risk score" for each specific transaction. It should be emphasised

that the responsibility for preventing misuse remains with the PSPs, and this system will

assistthem by providingindications based oninformation they do not possess.

It is important to emphasise that the indication provided by the central system will be an
additional layerinthe PSPs' risk management process but should not be the decisivefactor
in their decisions. They will be able to combine the information received from this system

with theirinternal monitoring systems and professional judgment.

When a PSP receives a payment transaction request from a user, it can route the request to
the central system to receive an indication of the transaction's risk level. The indication,
combined with its internal information about its customer, will allow the PSP to make an
informed decision regarding the payment transaction: approve it, decline it, or require
additional verification fromthe payer. Thiscombination will enablea more comprehensive
and efficient approach to fraud prevention while maintaining operational flexibility and

service provider responsibility.

The central systemwill operatedynamically and continuously, learningand improving from
all transactions performed in the digital shekel system. This will allow for better
identification of new fraud patterns over time. In addition to real-time analysis, the system
will also perform post-transaction fraud analysis based on a complete picture of activity

acrossall paymentservice providersin the DS system and generate statistics on misuserisks.

Questions - Central Fraud Monitoring System:

4. A central fraud monitoring system could, on one hand, reduce the incidence of fraud
within the digital shekel system, but on the other hand, it might challenge certain
aspects of the DS privacy model. Do you believe it is important to establish a central

fraud monitoring system, or can fraud monitoring be effectively conducted in a
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decentralised manner by each participant in the system (as is customary in current
systems)?
5. lsitimportant for such a system to operate independently of the Bank of Israel? What

possible models exist for the operation of such a system?

3.3. Participants (ASPs, PSPs, and Fls)

In the digitalshekel system, severaltypesof "system participants”. The system

manager will defineand enforce rules for connecting participants, as well as establish

licensing processes for each participant.

1. Digital Shekel Payment Service Providers (hereinafter DS PSP or simply PSP) are
essential entitiesin the system - without engagingwith a payment service provider,
end users will not be ableto operatein the digital shekel system.

2. Funding Institutions are financial entities that manage payment accounts for the
public outside the digital shekel system. Their participation in the DS system is
required to ensure the ability to convert between DS and other forms of money -
accountbalancesorcash.

3. Additional Service Providers can offer optional services to end users, provide

advanced services, support specific payment applications,and more.

Different entities can choose how to participate in the digital shekel ecosystem - as a PSP
only, as an Fl only (assuming they manage payment accounts for the public), as an entity
operatingboth asanFl andan ASP, and so on. The system manager will define and enforce
rules for connecting participants to the system, and from a technological standpoint, the
system will support the ability to connect each participant and grant them the appropriate
permissionsto perform various activities, accordingto the participant type.’* The regulatory

framework (legislation, system rules, etc.) will ultimately define the conditions for the

16 For example, in an API-based system like the one examined in the "Digital Shekel Challenge," PSPs
would have permissions for the APIs required to open and close wallets and to perfform payment
actions, while ASPs would have permissions for the APIs needed to release locked funds in advanced
payment applications. This is just anillustrative example.
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activity of each type of participant (for example, legislation orregulation may stipulate that
commercial banks of a certain size must also serve as PSPs). In any case, the regulatory
hierarchy is expected to be such that FIs will be subject to the strictest regulation - because
they hold public funds. This strict regulation already applies to them today, regardless of
their future activity in the digital shekel system. The regulation on PSPs is expected to be
more lenient — while they will be subject to rules from the realms of "know your customer,"
anti-money laundering and combating the financing of terrorism,*” consumer protection,®
and information and cyber security,* they will not hold customer funds, and therefore do
not pose the financial risk associated with that. The lowest level of regulation will apply to
ASPs. These entities are expected to be exempt (in most cases) from "know your customer"
obligations since they are not the ones enrolling the end user into the system. In any case,

every system participant will need to obtain a license, be supervised by a designated

regulator, and meet the access requirements defined by the system manager.

Questions - System Participants:

6. Does the structure of three types of system participants (PSP, Fl, ASP) adequately
address the needs of the system and its users? Is the distinction between these types
appropriate? Are additional types of participants necessary?

7. Whatshould be the regulatory requirements for the different system participants?

3.3.1. PSPs

End users cannot connectdirectly to the digital shekelsystem but must do so through
a PSP, which will handle the identification process and the opening of a digital shekel
wallet for them. Three service package types that a PSP must provide will be defined:
basic, advanced, and commercial. PSPs can offer services to the general public or
specialise in certainusersegments. Rules for reasonable refusal to provide service will

beestablished. PSPs will have several potential sources ofincome.

" Chapter 7.4.
18 Chapter 0.
19 Chapter 7.5.

40



The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

A PSP is anessential participant fromthe perspective of any end user, as there is no way to
connect to the digital shekel system without engaging with a PSP. The digital shekel will
operate within a two-tier model - whilethe digital shekelis a liability of the Bank of Israel to
the end user holdingit, end users will not havea directinterface with the Bankof Israel, but
only with the PSPs - the payment service providers. It should be emphasised thatat nostage
do PSPs hold the end user's funds (this configuration was examined in "Project Sela").?* A
digital shekel inthe hands of the end user is alwaysa financial liability of the Bankof Israel

to the user, not of the PSP.

The digital shekel system will also support a model of an indirect PSP - an entity that
provides end users with all the services that a PSP provides but is not directly connected
technologically to the system, rather it provides the services based on the technological

connection of another PSP.

PSPs will perform all the necessary processes for end users - technological, business, and
regulatory. They will handle the onboarding process of the end user to the system aftera

"know your customer" process, provide the end user with accesstechnology (app, website,

POS, smartcard, etc., accordingto the standards defined by the system manager, see section
4.2), transmit payment commands to the system on behalf of end users, support wallet

funding/defunding processes, provide customer service,and more.

PSPs will have several potential sources of income.? One of these sources will be charging
fees according to established rules, and for this purpose, the system will technologically
support their ability to automatically charge fees from end users as part of the payment
process. Private end users will not pay fees for basic payment activities (these will be part of
the free basic package, as described in Box 1), so a mechanism for an interchange fee

paymentinevery merchanttransactionwill need to be established; the PSP of the merchant

2 Bank for International Settlements, Bank of Israel, & Hong Kong Monetary Authority. (2023). An
accessible and secure retail CBDC ecosystem: Project Sela.

2 See further in this section for details on the service baskets thata PSP will be required to provide
for free and for a fee, and additional services for which they cancharge afee. See also section 7.2
"Cost of Using the digital shekel."
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will transfer part of the merchant fee to the PSP of the payer, and the system will need to

support thistechnologically aswell.?

To increase the ability of PSPs to develop a sustainable business model, they will not be
required to onboard every end user who approachesthem but will be allowed to specialise
in certain user segments. Specialisation will allow PSPs to focus on developing solutions
suitable for the sector in which they specialise, establish a business model with cross-
subsidisation of activities from other areas they operate in, and reduce the cost and
complexity of meeting "know your customer" obligations. Primarily, PSPs will be able to
decidewhetherthey chooseto serve the private user sector, the businessand organisational
sector, or both. This choicewill berecorded inthe backend databasesasitwill beessential,
for example, for the operation of fee collection mechanisms. Additionally, PSPs will be able
to specialisein sub-sectors. For example, within the private user sector, a PSP could choose
to specialise in members of a certain consumer club, a certain age group, etc. Within the
business and organisational sector, a PSP could choose to serve only businesses from a

certainindustry (e.g., cateringor transportation businesses), and so on.

One area where specialisation may be reflected is the types of access technology that the
PSP will providetoitsend users. Thus, a PSP serving only private users may not need to offer
the option of receiving payments via POS, whereas a PSP serving only businesses may not
need to offer a mobile app. The digital shekel will operate on the principle of universality,
whereby any end user can pay and receive payment from any other end user, regardless of

the identity of the PSP of that user or the type of accesstechnology the user employs.?

Refusal to serve a customer must comply with regulatory provisions and not allow
unreasonable refusal, particularly discrimination based on religion, race, gender, etc. Any
end user eligibleto connect to the digital shekel system will beableto do so.* As a result of
allowing specialisation, there may be situations where some end users find that no PSP is

willingto serve them. The Bank of Israel will monitor the participation rates ofthe publicin

2 For example, through a technological mechanism that initiates an automatic payment from the
business to its PSP and from there to the payer's PSP as a result of each end user's payment
transaction to a business.

2 For further details, see section 4.2 "Access technology."

2 See section 3.4.1 on "End Users".
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the digital shekel system and the extent to which the digital shekel system is inclusive to
different segments of end users. If the market develops in such a way that thereisa concem
that certain segments will be excluded, options for a "default PSP" will be considered, which
will be required to provide the mandatory service packageto anyIsraeliresident end user

who wishesto receive the service.

In the digital shekel system, three packages of servicetypes that a PSP must providewill be
defined: basic, advanced, and commercial (fora PSP serving merchants). The basic package
will be available to private end users (or those who do not meet the definition of a
"commercial user") for free. The advanced package will be available to the same group of
users and will include services that a PSP must offer but may charge for. The commercial
packagewillincludeservicessuitablefor merchantsthat receive regular paymentsin DS,and
a PSP may charge for them.” Additionally, PSPs are expected to offer their customers a
variety of advanced and other services that are not part of the packages defined by the

system manager, and for these services, they can charge a fee.

Acondition set by the system manager will bethat theadvanced and unique services offered
by the PSP toits customers alone usingthe access technology it provides them will not harm
the principle of universality towards customers of another PSP. For example, if the
mandatory package does not include a deferred payment service, and the PSP chooses to
provide it, its customers will be able to pay using this serviceto any end user in the DS, even
if the user is a customer of another PSP or uses an access technology different from that
provided by the first PSP to its customers. The principle of universality will also be
maintained concerning system performance; the system manager will set performance
requirements for PSPs regarding the basic transactions, and the obligation to meet these
requirements will be regardless of the identity of the PSP on the other side of the payment
transaction. Additionally, the requirements will ensure that performance is not a
differentiatingfactor between PSPs, and competition between them will focus on additional

advancedservices.

% For further details, see section 7.2 "Cost of Using the Digital Shekel."
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In designing the ecosystem and rules of the Digital Shekel system, there is an inherent
tension between its nature as a public good of the Bank of Israel and the need to allow
participantsto maintain a profitable business model. Asa public good, theaim should be for
the usage coststo be negligible (similarto cash), but to achieve continuous innovation and
high-quality servicefor users, itis necessary to have a many participantsin the system, which

willonly happenif there isa business model that generates profitability.

Inthe user experience of digital means of paymentsisraelisare used to, privateend usersare
generally accustomed to not having to pay variable fees for making payments, and
sometimes they pay a relatively low fixed fee (e.g., monthly usage fees for a debit or credit
card). In contrast, business users, particularly merchants receiving payments from retail
customers, areaccustomed to payinga fee for each transaction (e.g., merchant fee for card
payments). The tension described above, on the one hand, and the usage habits of Israelis,
on the other hand, necessitate defining the mandatory service packagethata PSP will offer
its customers. As seen below shows a division of this package into three packages: basic
(free), advanced (for a fee), and commercial (for a fee). The basic and advanced packages will
serve privateusers and businesses thatdo not receiveretail payments, and the commercial

packagewill serve merchantsthat receiveretail payments.

Payments Liquidity Package
User Management
Management | Management Level
Initiating, .
For a .g Funding a
Approving wallet with Onboarding the Foranon-
commercial | 4nq . o & Basic - Free | commercial
user — fee . digital digital shekel system
executing user
can be shekels
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charged to
all services Receiving access
technology
Converting
digital )
AML checks User interface
shekels to . .
cash transaction history
Customer service
Automatic Waterfall/ Cross border Advanced -
Reverse .
Payments waterfall payments with a fee
Batch Business user Commercial
payments interface - with a fee

The table demonstrates that a variety of services that enable basic use of the DS will be
provided for free, while for more sophisticated services, which the PSP will also be required
to offer, itwill beallowed to charge a fee.

It is possible that a certain service will appear on more than one level, depending on the
service level: for example, PSPs may be allowed to offer a basic level of consumer protection
for free up toa certain threshold of transactions or balance, and beyondthislevel, sincethe
PSP's exposure to potential indemnification for fraud or misuse increases, it will be allowed
to charge a fee for consumer protection. A business user operating commercially on the
digital shekel will receive services tailored to thisactivity, for which the PSP will be allowed
to chargea fee.

It should be emphasised that the table only represents examples, and the system rules that
will be developed will include a wide range of services in each of the different packages. In
additionto the mandatory package, PSPs can of course also offer many additional services

for a fee, such asadvanced payments, budget management mechanisms, and more.
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Questions - PSPs:

8. Isitappropriateto allow a PSP to specialise only in certain segments of end users, so
that they are not required to serve every customer who approaches them? How would
such specialisation reduce entry barriers for PSPs?

9. Is there a need for a default PSP? Under what conditions should the decision to
implement it be made? What possible models exist for operatingsuch an entity? Could it
potentially harm the business model of PSPs?

10. Does the mandatory service package adequately address basic processes? What is
missing?

11. Can participants develop a business model that covers the cost of the mandatory
services they must provide for free?

12. Isit reasonable for all PSPs to meet the same performance requirements, regardless of
theirsize, market share, etc.?

13. Is there a sustainable business model for the operation of a large number of PSPs inthe

digital shekel that would support competitionin the payments market?

3.3.2. FiIs

Financial institutions that manage payment accounts will be required, from a certain
threshold, to participate in the digital shekel system as Fis and allow their customers
to fund and defund their DS wallets against the account managed with them. An entity
that managespayment accounts for its customerscan serveas an Fleven ifit does not
have an account in the RTGS system or a DS wallet, through an engagement with
another Fl. Fis will play a role in a universal solution for converting cash to digital

shekels andviceversa.

As mentioned in section 2 above, the digital shekel will join other forms of money that
already exist - cash (banknotes and coins), which together with the digital shekel and the
banks' current accounts at the Bank of Israel constitute the "monetary base" (or "public
money"), and the digital money deposited in theaccounts of banksand payment companies

(referred to as "private money"). To maintain the principle of "uniformity of money" - and
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ensure that private shekels of any kind are always equal in value to public shekels of any
kind, itis important that end users always have the ability to conveniently and efficiently

convert between the different types of money. Financial institutions that manage payment

accounts (Funding Institutions (Fl)) will participatein the digital shekel system to allow end
users to convert private money and cash to digital shekels. Converting another form of

shekel to a digital shekel isa "funding" process, and thereverse process is "defunding" .

Figure 3: Conversion processes between different types of money
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Asa generalrule,anFlcanbeany regulated corporation thatallowsits customersto manage
anaccountwithitfor payment purposes. The most prominent exampleisa commercial bank
that manages current accounts. Other examples include the Postal Bank, credit unions,
companieslicensed to provide financial asset services that offer paymentaccountservices,
and so on. A corporationthatserves as an Fl will be required to allow its customers to fund
their DSwallet fromtheaccountit manages forthem and defund thewalletinto theaccount,
as described below. The regulatory framework will set thresholds or characteristics to
determine which payment account managerswill be required to serve asFls in the system -

for example, based on criteria such asthe number of customers, market share, etc.

% For details on the funding and defunding process from the end user's perspective, see section 4.1
"Funding the Wallet."

47



The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

Funding and defunding processes by customers of an FI holding an account at the Bank of
Israel RTGS system, will be carried out against a digital shekel wallet held by each FI. Funding
The FlI's wallet will bereflected by debitingthe FI's accountin the RTGS system by the same
amount, and defunding the wallet will be reflected by crediting this account (Figure 4).
Funding and defunding the FI's DS wallet, in this case, are essentially actions of

Issuance/Redemption of DS by the Bank ofIsrael. The DS system will support connectivity to

the RTGS system, as well as automatic liquidity management for the Fl; for example, an
automatic issuance process to the DS wallet will be established when the balancein the
wallet falls below a certain threshold defined by the FI, or alternatively, an automatic
increase of the balance towards the end of the RTGS system's operating hours (to ensure
thatthe DS balanceintheFl'swalletissufficient for customer funding needs when the RTGS

system is closed), and soon.

Figure 4: Issuance and Redemption of digital shekels against a Balance in the RTGS

System,and Funding and Defunding againsta Balancein an Fl

‘ Issuance/Redemption Deposits/Payment Accounts ‘

PRS— RTGS Settlement Digital Shekel -

Bankof Israel Funding Institutions End-user

Periodically with RTGS accounts Real-time

An entity that manages accountsfor itscustomers canserve as an Fl even ifit does not have
an account in the RTGS system,? or does not have a DS wallet.® In such a case, the FI will
need to receive services from another Fl and rely on the DS wallet and/or the RTGS system

account of the other FI. A customer's funding or defunding will be reflected by debiting or

2" |n recent years, the Bank of Israel has allowed various entities that are not banks to connect to the
RTGS system. Not all entities necessarily wish to connect or meet the required conditions to
connect.

% Holding a DS wallet should not constitute a significant technological burden. However, an entity
managing payment accounts may prefer not to hold such a wallet for liquidity management reasons,
or holding restrictions policies may prevent it from holding a sufficient balance forits customers'
funding needs.
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crediting the account of the Fl serving the customer, at the other FI. The scheme rules will
define the conditions under which an Fl directly connected to the DS system and the RTGS

system will need to offer therequired functionality to other financialentities so that they can

alsofunction asFls and allow their customersto fund and defund their DS wallets.

FIs will play a roleina universal solution for convertingcash to digital shekelsand viceversa

- funding and defunding a DS wallet against cash. Furtherdetails on this topic can be found

insection 4.3.2.

Questions - Fls:

14. Is it appropriate to require all financial institutions that manage payment accounts for
the public to participateinthe digital shekel system asFls, supportingthe conversion of
DS against payment account balances and/or cash? If not, what criteria should
determine whichinstitutions are required to participate?

15. Should entities connected to the RTGS system be required to allow other entities to

operate asFls based on their connection? What rules are necessary to facilitate this?

3.3.3. ASPs

ASPs will offer additional services on the digital shekel system. An ASP will only have

access to some of the functionalities available to a PSP. An ASP will not be able to

initiate apayment transaction in theenduser's wallet. A PSP can alsoserve as an ASP.

The ability to offer services in the digital shekel system will also be granted to entities that

do not wish to operate as PSPs. An Additionalservices provider will be ableto offer various

services such as budget management, analytics, advanced payment applications (such as
conditional payments, etc.), and charge fees for these services. To offer these services, an
ASPwill havedirect accessto operateon the backend layer, forexample, to read the balance
in an end user's wallet, release money locked in one user's wallet for another user if the
condition forthe paymentis met, and so on. Thisaccess will be conditional on authorisation
by the end user, whether one-time, temporary, orongoing. While all functionalities available

to anASP will also beavailabletoa PSP (i.e.,a PSP canfunctionasan ASP), an ASP will have
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accessonly tosome ofthe functionalities available to a PSP. Forexample, an ASPwill not be
able to onboard an end user to the DS system and, in any case, will not be ableto initiatea

payment out of the end user's wallet, except through the PSP.

Questions - ASPs:

16. Whattypes of servicescananASP offer to end users within thedigital shekel system?

3.4. End-Users

Thedigitalshekelsystemwill support a wide range ofend users. Differentrules will be
establishedfor differenttypesofusers. The digital shekel will be a multipurpose digital
currency that caters to retail users such as households and businesses, government
entities, and wholesale users such as financial institutions. An end user of the digital
shekel does not need to have a bank account, and the ability to perform any activity
with the digital shekel - except for funding from an account - is not dependent on the
existenceofsuch an account. The PSP will conducta "know your customer' process for

the end user as part ofthe onboarding process.

The digital shekel system is designed to serve end users - individuals and organisations
(businesses, non-profits, government entities, etc.) who can hold balances in digital shekel
walletsand perform payment transactions between them. An end user of the digital shekel

does not need to havea bankaccountoranaccountwithany Fl.

Questions - End Users:

17. What business and technological complexities might arise from the fact that a wide
range of end users - individuals, small and large businesses, financial institutions, etc. -

canoperate withinthedigital shekel system?

3.4.1. General - Adults and Corporations
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Any Israeli entity - an individual who is a resident of Israel,® a company incorporated in
Israel, a non-profit organisation, etc., is eligible to be an end user and hold a digital shekel
wallet. The necessary condition for this is the ability to undergo a "know your customer"
procedure by a PSP. The government, through its various entities, will also be an end user
and hold digital shekel wallet(s). Participantsin the system may also hold a wallet and
operate asend users - for example, asmentioned insection 3.3.2, entities serving as Fls will
be required to hold a wallet* to support their customers' ability to fund and defund their
wallets. Assuch, they can also operate as end users and perform transactions for themselves,
make payments between them and other financial institutions, and between them and the
Bank of Israel, including payments requiring final settlement (currently done in the RTGS
system). Consequently, the digital shekel will also meet the common definition of a

wholesale CBDC.

Box 2: Wholesale CBDC, Retail CBDC, and Multipurpose CBDC

In the CBDC literature and practice, a distinction is commonly made between two types of
CBDC: wholesale (wCBDC)andretail (rCBDC). In fact, awCBDC has existed in Israeland many
other countriesfor many years® inthe form of money in the currentaccounts of authorised
entitiesin the RTGS system. In contrast, theidea of issuing an rCBDC -a central bank digital
currency for retail use by the general public - is relatively new. Central banks began
discussingitin the mid-2010s, partly in response to the emergence of cryptographic assets.
These assets featured capabilities that were not present in most traditional payment
systems, such as24/7 availability,immediacy andfinality,and the ability to perform "smart
payments" based on the capabilities of these assets and the networks on which they operate.
While, inits basic definition, all thatis required for a financial asset to be characterisedasa

CBDC is that it constitutes a liquid digital liability of the central bank, regardless of the

2% For minors, see section 3.4.2.

% Or operate through the wallet of another FI.

3 Panetta, F. (2022). Demystifying wholesale central bank digital currency. £CB Speeches, 26.. "There
is a widespread misconception that wholesale CBDC does not yet exist. In fact, central bank money
has been available in digital form for wholesale transactions between banks for decades. This
misconception is fuelled by the commonly held assumption that wholesale CBDC needs to be
operated using DLT. But wholesale CBDC is not synonymous with DLT, as it can be based on any
digital technology."
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technology on which it is based, in professional discourse, the term CBDC has been
associated notonly with classic digital currencylike thatin bankaccounts but primarily with
a payment system characterised by technologies developed in the world of cryptographic
assets. An rCBDC, being central bank money for use by the general public, is essentially the
digital equivalent of physical cash. Hence, theidea of usingsmart money technologies as the
equivalent of RTGS hasbeen branded as "wholesale CBDC." Sofar, there isno consensusin
the professional community regarding a clear definition of a wCBDC, its characteristics, and
the technology on which it should be based, except for the statement that it constitutes a
liquid digital liability of the central bankand thatitsuser base is limited to financial entities
(without a clear statement regarding exactly which entities other than banks).*

Since a wCBDC is fundamentally a technological improvement of an existing product, its
establishment would be simpler, cheaper, and likely faster to implement than the
establishment of an rCBDC, which raises technological, design, economic, monetary, legal,
and even socialissues, many of which arediscussed and addressed in thisdocument. Since
financial and governmental entities, primarily commercial banks, will be required to hold
digital shekel wallets and use them at least for funding and defunding DS wallets of their
customers, by virtue of their roleas, they will also be able to use these wallets for payments
among themselves and with the Bankof Israel, and even to settle transactions arising from
other payment systems, while benefiting from the finality of settlements in central bank
money that currently takes place in the RTGS. This means that while there is a semantic
separation between anrCBDC and a wCBDC, mainly dueto the historical reasons described
above, an rCBDC can, if properly designed, also function as a wCBDC. The DS will be a
multipurposedigital currency ("multipurpose CBDC") that will address both the retail needs
of end users such as households and businesses, and in this context, in particular, it can
contribute to competition in the retail sector, as well as the wholesale needs of financial
entities. Of course, different types of users will be subject to different rules and limitations,
and there may be significant differences between retail and wholesale users and use cases.
For example, private end users may be limitedintheamountsthey areallowed to holdin DS

(see Chapter 7.6). On the other hand, they will enjoy privacy - especially vis-a-vis the central

32 The BIS recently proposed the following distinction: "Wholesale CBDCs would serve a similar role
astoday’s reserves or settlement balances held at central banks. However, wholesale CBDCs could
allow financial institutions to access new functionalities enabled by tokenisation, such as
composability and programmability." See footnote 1.
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bank - regarding the balance in the wallet and the payment transactions they make (see
Chapter7.1). In contrast, commercial banks or government entities are not supposed to be
limited inthe amount of money they areallowedto hold at the central bank, and the central
bank has full transparency regarding their activities, asis currently the case in the RTGS
system. These differences will bedefined atthe user and wallet level, but the system will be
the same system. The money used for grocery shopping and the money used for settling
complex financial transactions will be the same money. This feature will save the need to
deal with liquidity management challenges that may arise from recording central bank
money in several separate systems.

Figure 5: Types of centralbank money before and aftertheissuanceof adigitalshekel

. After Digital
e Shekel Issuance LongRun

Banknotes Banknotes Banknotes
and Coins and Coins and Coins
Retail
Type of
Central —>  Digital .
Bank —>  Shekel Multi-purpose
Money Digital Shekel
Wholesale

— RTGS

Box 3: The Importance of aWide Range of End-Users

Just as the use of shekels in cashis possible and permitted for everyone - anyindividual or
corporation, inlsraeland worldwide - optimally, the digital shekel should also be available
to all users and allow any legal use. However, there may be various reasons to restrict the
ability of certain individuals or corporations to use the digital shekel. For example,
considerations of banking system stability may necessitate limiting the holding of digital

shekels, asdescribed in section 7.6. Anti-money launderingand counter-terrorismfinancing
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considerationsrequireensuring that digital shekel users areidentified and thatits use is for
legitimate purposes only.®

Beyond these considerations, the more users and types of users the digital shekel has, the
better will the network effect ensure greater usability and benefit for users. For example, the
more merchants that accept the digital shekel, the more worthwhile it will be for private
users to hold and use it. The tendency of merchantsto acceptthe digital shekel will increase
if they are able use the money not only as a means of receiving payments from their
customers but also as a means of payment to their suppliers or for paying salaries to their
employees. Employees or suppliers who receive wages or compensation in digital shekels
will want to pay with it, increasing the incentive for businesses to accept it, and so on. The
presence of businesses among digital shekel users will also increase the feasibility of
developinginnovative and diverse use cases, asitis more challenging (and less economically
viable) to develop innovative applications solely for the household sector, especially in a
smalleconomy like Israel. The government, through itsvarious entities, is the largest payer
and receiver of payments in the economy, and will play a significant role in creating the
network effect that will ensure widespread adoption of the digital shekel if it allows the
publicto payitindigital shekels (taxes, fees, fines, etc.) or receive payments from itin digital
shekels (benefits, subsidies, grants, salaries, etc.). Additionally, the government could issue
and redeem bonds and pay interest in digital shekels. The programmability of digital
payments can support the development of a market for conditional payments against
government permitsor tradingin assets requiring statutory digital registration (land registry
at the Land Registry Office, vehicles at the Ministry of Transport, etc.). The design of the
digital shekel takes into accounta very wide range of users and use cases. However, it may
be necessary to prioritise users and use cases in terms of the order they are developed and

launched, and it may be necessary to postpone the development of some in theinitial phase

* Additionally, monetary considerations may necessitate limiting the holding of digital shekels by
non-residents. Onone hand, there may be concerns about capital flight, but this is not relevant in
Israel, where free capital movements already exist, especially given the ability to limit the digital
shekel balance auser canhold. On the other hand, a G7 policy paper raised concerns that granting
access to the CBDC of one country to the citizens of another country could create undesirable
foreign exchange flows. This consideration also seems only slightly relevant to Israel, as the shekel is
not a widely used currency in international trade, and it is unlikely that foreigners with no ties to the
Israeli economy would want to use it widely.

Sunak, R., & Bailey, A. (2021). Public Policy Principles for Retail Central Bank Digital Currencies
(CBDCs). G7 UK.
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to achieve a quick, safe, and stable launch (as explained in the introduction to this
document). Over time, more users and uses of the digital shekel will be added, from different
typesand populations. Themain limiting condition an end user to onboard the digital shekel
system will be the ability of the end user to successfully undergo a "know your customer"

process by a PSP willingto serve them.

3.4.2. Minors

There could be two models for the activity of minors in the digital shekel system. The first
model is of a minor who holds a digital shekel walletindependently, and the balancein the
walletistheir property. The minor hasundergone a "know your customer" process, andthe
PSP hasonboarded them to the system. The regulatory framework will definethe age above
which a minor can hold a wallet without parental or guardian consent, and the age range
withinwhicha minor canhold a wallet with such consent. Consideringthe digital shekel as
a substitute for cash, it would be appropriate for these age ranges to be lower than those
currently practiced for bankaccounts.* The system will be designed to support the ability to

identify a minor, onboard them to the system, and record and document the consent or

withdrawal of consent by a parent or guardian attherelevant ages.

The second model is of a minor operating a wallet allocated to them by a parent,® as an

indirect end user. The wallet would be owned by the minor's parent, but the parent would

allow the minor to operate it. The parent would request the PSP to provide access
technology for both the parent and the minor. The parent would need to report to the PSP
whothe indirect end user is so that the PSP can managethe variousrisksaccordingly (fraud

prevention, anti-money laundering, etc.) based on the expected usage profile of the wallet.

Questions - Minors:

* The Proper Conduct of Banking Business Directive 416 regarding minors' accounts states that any
minor who is 14 years old is entitled to open a bank account provided that their parents or guardian
have given written consent. A minor who is 15 years old and regularly receives wages transferred to
their bank account may open a bank account without parental or guardian consent. Any minor who
is 16 years old is entitled to open a bank account without the need for parental or guardian consent.
% For more on multiple wallets for an end user, see section 4.1 "End User Wallet."
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18. Is it appropriate to allow minors to hold a wallet independently? Do the described
models for such activity meet the need? What complexities might arise from this

arrangement?

3.4.3. Foreigners

Foreign entities - corporationsandindividuals - will be allowed, but not necessarily entitled,
tohold a digital shekel wallet. The condition for a foreignerto join asan end userin the digital
shekel systemis findinga PSP willingto conducta "know your customer" process and enrol
the user inthe system. To enable this, the system will need to support theidentification and
registration of foreigners during the enrolment process. Foreigners - both individuals and

corporations — will not be considered in the decision whether to offer a Default payment

services provider solution (see section 3.3.1), and if such a solution is offered, foreign entities

will not be eligibleto benefit from its services. All rules and restrictionsthat apply to Israeli
end users will also apply to foreign end users, and additional rules and restrictions may

apply.

A specific case for foreigners that requires different consideration is tourists visiting Israel.
For them, "know your customer" rules may be relaxed compared to other foreigners,
allowingthemto hold and operatea digital shekel wallet under uniquelimitations related to

their period visitation. For this purpose, the system will be able to record relevant

information to identify them as tourists.

Another specific caseisforeign workers. Aslong as foreign workersreside inthe Israel legally
and under a permit, they are considered residents in the context of the digital shekel. Under
specific conditions, asylumseekers and illegal residents may also be able to holdand use a
digital shekel wallet, provided they can be identified and undergo a "know your customer”

process.

Questions - Foreigners:

19. Isitappropriateto allow foreignersto operate within the digital shekel system? Are there

additional complexitiesthat arise fromthisthat have not been described?
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4. Basic User Journey in the Digital Shekel

Anenduserwillbeable toperforma variety of activities with the digital shekel through
the system participants that serve them. Some are based on functionality provided by
the backend layer, and some on functionality provided by the participants, primarily

the PSP.

Questions - Basic User Journey:

20. Isthere any additional basic functionality requiredin the digital shekel system that has

not been described in thissection?

4.1. Onboarding and Wallet Creation

In the processofonboarding to the digital shekel system and opening a wallet, a unique
identifier will be createdfor the end user,and an alias will be issuedto them. A user can

link multiple wallets to their unique identifier.

To operate in the digital shekel system, the end user must onboard it, and one or more
wallets must be created for them.* When the user requests to onboard the system, they will

contact the alias management system, which will request to issue a unique identifier for

them in the main database® of the backend layer, to which the wallet created for the user

will belinked. The system willissuethe user analias, and to complete the onboardingto the
digital shekel system, the end user will contacta PSP (from a business perspective, the
process may start with the end user contacting the PSP, who will assist the user in
completing the process with the alias management system), which will conduct the "know

your customer" process and approvethe activation ofthe user's wallet(s).

* From atechnological perspective, theoretically, anunlimited number of wallets canbe linked to
each identifier. There may be regulatory or system performance considerations that limit the
number of wallets that canbe linked to an identifier.

37 See section 6.1.
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A user canlinkmultiplewalletsto theiruniqueidentifier. These can be walletsthat only they
will operate (in such a case, they will need to define a default wallet for receiving payments,

towhichtheuser'saliaswill point), orwallets that they will allowan indirect end user (a child

inthe caseofafamily, a sub-unitinthecaseofanorganisation/company, etc.) to operate (in
which case, each wallet can havea differentalias). Insuch a case, the primary user will need
toreport tothe PSP who theindirect end user isso that the PSP can manage thevarious risks
accordingly (fraud prevention, anti-money laundering, etc.) based on the expected usage
profile of the wallet. Auser can, butisnot required to, linkall their wallets to the same PSP -
they canlinkeachwallet to a different PSP, link one wallet to morethan one PSP, and easily
transfer a wallet with its balance to another PSP. Each wallet can be linked to only one
unique identifier. PSPs can offer shared wallet functionality, for example, by jointly

displayingthetotal balanceinthe wallets of a couple, etc ( ).

Uniqueldentifier: ##7SS#35# Uniqueldentifier: @ $2%#@##8
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Questions - Onboarding to the Digital Shekel System:

21. What challenges might arise from linking an unlimited number of wallets to a single
identifier? Should there be a limit onthe number of walletsthat can be opened for each
identifier?

22. Isitimportanttoallow anend userto enableaccess (both information and transactions)

to theirwallet(s) through more than one PSP? What challenges might arise from this?

4.2. Access technology

The digital shekel system will support various access technologies for funding and
defunding thewalletand performing payment transactions. All online payments in the
digital shekel system will be processed in the same manner, regardless of the type of
access technology. The accesstechnology will, as much as possible, allow end users to
use devices they already have, so they do not need to acquire new hardware. The

system manager will define rules andstandards for new access technologies offered by

the PSPs and a standardfor a basic and accessible access technology.

Tooperatethe wallet created for them, the user will receive one or more access technologies
from the PSP -a hardwareand/or software component thatincludes a secure container, and
usually also a user interface (Figure7). The secure container will store the private keys that
allow transactions to be performed from the end user's wallet. The system will support
several types of secure containers: (1) a secure containerinstalled in the edge device - that
is, in the same device with the user interface (e.g., a smartphone); (2) a secure container
locatedinthecloud; (3) a hybrid secure container that combines both. The userinterface will
allow the end user to view the balance, receive and make payments, and more. The digital

shekel system will support at least the followingfourtypes of accesstechnologies:

1. Smartphones,whichwill caterto mostend users who are individuals.
2. Smart cards, "stupid" phones, or other dedicated devices, which will cater to
parts of the public who cannot or do not wish to use a smartphone.

3. Pointof Sale (POS), which will caterto payments with merchants.
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4. Cloud-based interface (cloud API), which will cater to e-commerce, government

payments, business-to-business payments, etc.

The backend layer will be indifferent to the type of access technology the end user uses,
meaningallonline payment transactionsinthedigital shekel system will be processed in the
same manner, regardless of the type of access technology. Generally, transactions in the
digital shekel can be performed between any two access technologies, of any type, in both

Synchronous and Asynchronous manner. Ifa PSP wishes to offer an access technology where

itisdifficult to maintain this principlein synchronoustransactions (for example, a PSP wants
to offer an access technology in the form of a smart bracelet that does not interface with

certain POS), the system manager will intervene, assistin findinga solution, and may decide

to exempt theaccess technology from this principleif deemed appropriate.

The access technology will, as much as possible, allow end users to use existing payment
devices they already have, so they do not need to acquirenew hardware. Thisis particularly
important in the context of POS, where emphasis will be placed on ensuring that existing
POS systems also support connection to the digital shekel system. For this purpose,
compatibility with the EMV protocol may be required. This will also ensure that the digital
shekel access technologies are connected to the other operational systems of businesses,

such asaccounting, inventory management, etc.

Generally, the PSPs will develop the access technologies (themselves or by purchasing them
from suppliers who develop them) and offer them to end users. The system manager will
define rules and standards for the access technology offered by the PSPs. Additionally, the
system manager will definea standard fora basic and accessible access technology,*® which
can meet the needs of people with disabilities, individuals whose digital literacy is
insufficient to use accesstechnology such asa smartphone, etc. Any PSP servingthe private

user sector will be required to provide this access technology to its users. If necessary, the

subsidisation of this device by the Bank of Israel or other state authorities will be considered.

% The Bank of Canada coined the term "Universally Accessible Device" (UAD) in this context, see:
Miedema, J., Minwalla, C., Warren, M., & Shah, D.(2020). Designing a CBDC for universal access (No.
2020-10). Bank of Canada.
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Figure 7: Access Technology in theDigital Shekel System
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Questions - Access technology:

23. What challenges might arise from the requirement that access technologies will allow
end users to use their existing payment devices, so they do not need to acquire new

hardware?
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24. How should the accesstechnology for the digital shekel be designed to be accessibleto
the entire public - including people of all ages, non-Hebrew speakers, those without a
bankaccount, peoplewith disabilities, and others?
25. Should every PSP be required to offer access technology and services that cater to all
segments of the public described inthe previous question? Should this requirement also

apply to PSPs that exclusively serve businesses?

4.3. Funding the Wallet

An end userwill beable to fundor defund the walletagainst private money in a payment

accountthey manage withan Fl, or against cash.

Once the wallethas been activatedandan accesstechnology linked to it, the user canstart

operating it. Initially, they can receive payments or fund it. If the user wishes to fund the

wallet, they candoso in two mainways.

Questions - Funding the Wallet

26. Are there additional mechanisms for funding and defunding a wallet, beyond those
described in the section—such as funding and defunding against an account with a

financialinstitution (FI) and cash—that should be enabledin the digital shekel system?

4.3.1. Funding the Wallet against an Account with an FI

An end user can link an account with an Fl to their digital shekel wallet to fund and
defund the wallet against debiting or crediting the account with the Fl. Linking the

wallettoan Fl willalso allow enable a "waterfall” or "reverse waterfall'” mechanisms.

The end user can fund the wallet against private moneyinan account they manage with an
FI - similar to how they can currently withdraw cash from said account. To do so, they will

provide the PSP with the account details at the FI and request to link the account to their
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digital shekel wallet. The PSP will forward the request to the Fl, and after the Fl verifies the
user's identity and receives their approval to link the account to the wallet, the link will be
established. Now, theend user can contact the PSP through the user interface provided and
request to perform the funding. The PSP will send the request to the Fl, which will perform
two actions: 1) Transfer the requested amount of digital shekels from the FI's digital shekel
wallet (see section 3.3.2) to the end user's digital shekel wallet. 2) As a complementary
process, the Fl will debit the user's account with the funding amount. If the user does not
havesufficient balanceinthe accountwith theFl (or the transaction would bring the user's
account below the overdraft limit allowed by the Fl), the FI will reject the funding request,
and the user will receive a notification in the PSP interface that the funding was not

completed.

When the user has a positive balancein the wallet, they can defund the wallet, whichisthe
reverse of the funding, by contacting the PSP, transferring digital shekels from the user's

wallettothe Fl'swallet, and creditingthe user's account with the Fl.

A specific caseof defunding is called a "Waterfall" operation,and a specific case of a funding

iscalleda "Reverse Waterfall". Ina case where, followinga payment received into the wallet,

the balanceexceedstheallowed balanceaccordingto the holdinglimit® (ora balanceset by
the user according to their preference), the waterfall mechanism will be activated, and an
automatic defunding will be performed to bring the wallet balance back to the allowed
balance. If the end user has not linked an Fl account to their wallet or has chosen not to
activate the waterfall mechanism, the balance cannot exceed the holding limit, and an
incoming payment transaction that would result in such a situation will be rejected.
Conversely, the user can predefine that if they wish to make a payment but the wallet
balanceisinsufficient (or the payment would bring the wallet balance below a threshold set
by the user), the reverse waterfall mechanism will be activated, automatically funding the

wallet fromthe Fl account with the required amount to completethe payment transaction.

%9 See section 7.6.
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Figure 8: Connecting a Wallet toan Fland FundingtheWallet
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Questions - Wallet Funding Against an Account with an Fl:

27. What complexities might arise from the requirement to allow wallet funding and
defunding against an account with an FI 24/7/365, including beyond regular banking
business hours?

28. Should there be limits on the amount, frequency, or other variables regarding wallet

funding and defunding by a user? For what reasons? Should these limits apply at the
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system-wide level, or should each FI be allowed to set limits according to its own
considerationsand needs?
29. Should the waterfall and reverse waterfall mechanisms be implemented? What

complexities might arise from these mechanisms?

An end userwill be able to fund or defund theirdigital shekel wallet against cash - at an
ATM or Fl service counters, even if they do not have an account with the Fl. The
responsibility for monitoring the funding and defunding processes against cash lies

with the PSP and not withtheATM operatororthe Fl.

The digital shekel system will have a universal mechanism for funding and defunding the
digital shekel wallet against cash. This mechanism will include the Fls, the national ATM
switch, and a dedicated component in the backend layeratthe Bankof Israel. The end user
will contact the PSP through the user interface and request to defund or fund the wallet
against cash for a certain amount. The PSP will perform the necessary checks to allow the
transaction - ensuring sufficient balance, checks required by anti-money laundering rules
regarding cash activities,® etc. After that, the PSP will issue the user a one-time code (or
anotheridentification means) and send a message to the ATM switch thatincludesthe code,
the user's wallet address to/from which the digital shekels should be transferred/received,
and additionalinformation such asthe expiration time of the funding request.*The user will
approach any ATM connected to the mechanismand present the code received from the PSP
tothe ATM. Inthe case of wallet funding, the user will insert the cash amount they requested
intothe ATM. As a result, a message will be sent from the ATM switch to the backend layer at
the Bankof Israel, which will issue digital shekels from the central bankto the user's wallet,

and simultaneously redeem digital shekels from the digital shekel wallet of the Fl operating

“0 For more details, see section 7.4.
*I No information about the end user's identity will be transferred - this will be retained only by the
PSP.
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the ATM the user approached.” In the case of wallet defunding, the user will receive cash
fromthe ATM, thereby authorisingthe mechanismto redeem digital shekels from their wallet

andissue them to the wallet of the Fl operatingthe ATM.

Inthe described mechanism, the Bank of Israel actsasanintermediary between the end user
andtheFl operatingthe ATM. The possibility of settlingthe transaction as a transfer of digital
shekels between the Fland the end user withoutinvolvingthe Bank of Israel was considered,
but this configuration could raise issues of privacy and (undesirable) obligations of the FI
regarding anti-money laundering rules. In the described model, the responsibility for anti-
money laundering aspectslies entirely with the PSP, which has a relationship and business

engagement with theend user, and the user's privacy vis-a-vis the Flis not compromised.

If performing anissuance/redemption process for every cash-to-DS orvice versa conversion

is operationally complex, additional practical solutions will be considered to maintain the

separation principle between the Fl and the end user, such asa temporary account managed

by the central bankor the ATM switch operator.

Asanalternativetoan ATM, end users willbe able to perform the cash fundingand defunding
as described above at the service counters of any Fl, including one where the user does not
have an account, as long as it has physical branches and provides cash services at the

counter.

*2The mechanism can also operate if the ATM operator is not an Fl, provided it has an agreement
with an Fl for this purpose.
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Figure 9: Wallet Funding or Defunding Process against Cash atan ATM
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Questions - Wallet Funding Against Cash:

30. Whatchallenges might ATM operators faceif required to allow all digital shekel users to
fund and defund cash against DS?

31. What other solutions can be considered for funding a digital shekel wallet at an ATM
while maintaininganti-money launderingand counter-terrorism financing principles, as
well as privacy principles?

32. Whatcomplexities might arise from the requirement thatan Fl allows cash funding and
defunding at the counter for individuals who are notits customers?

33. What considerations should be taken into account when setting limits on the amounts

for cash funding and defunding?
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4.4. Online Payment Transactions

Anonline payment transaction can be performed between any two end users in the
digital shekel system. Except in exceptional cases, a PSP cannot initiate a payment
without explicit authorisation from the end user. The system will support

micropaymentsas well as very high-value payments (e.g., wholesale payments).

A paymenttransactioninthedigital shekel meansreducingthebalanceinthe payer'swallet
while increasing the balance in the payee's wallet. A payment transaction can be an
asynchronous - one where only the payer's user interface needs to be active,and no action
is required of the payee's user interface for the transaction to proceed. Such a transaction
does not require prior communication between the two end users. The payingend user will
contact the PSP through the user interface, provide the alias or wallet address of the payee,
and request to perform a payment for the specified amount to the payee. The payer's PSP
will perform several necessary checks such as: (1) Ensuring sufficient balance - it will check
thatthe end user's wallet has sufficient balance to perform the payment, andif not, that the

payer has defined a reverse waterfall mechanism to fund the missing amount from their Fl

account; depending on the transaction characteristics, it may also check (2) Payee identity
verification - the alias will be presented to the payer to ensure the payment is being
transferred to the correct payee (confirmation of payee); (3) Compliance with anti-money
laundering and counter-terrorism financing rules - ensuring the payment does not raise
concerns of violating anti-money laundering rules; (4) Fraud monitoring - checking the
paymentagainstthe fraud monitoring system. Based on theresults of these checks, the PSP
will either forward the payment request to the settlement engine or reject it. The payee's PSP
will ensurethatthe payment opertion does not pose a risk of violatingany rulesand will also

ensure that receiving the payment does not push the payee's balance above the allowed

holding limit,andifso, that the payee has defined a waterfall mechanism to receive funds
into the wallet even if the balance exceeds the limit. If all these conditions are met, the

payment will be executed, and the balances of both users will be updated immediately.*

3 This check may be performed by the settlement engine, and the payee's PSP may not be required
to perform it.
 See section 4.5 "Immediacy and Finality" for more details.
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Both users will be able to receive a notification that the transaction was successfully

completed, even though the payee did not actively participateinit.

Figure 10: The Basic User Journey in theDigitalShekel System
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Although from the perspective of the settlement engine, the request to perform a payment
transaction comes from the PSP, it should be emphasised that a PSP cannot initiate a
payment without explicitauthorisation fromthe end user. Thisfeature will be enforced not
only by the system’s rules but also technically - for example, by requiring that a request to
the settlement engine to perform a transaction fromthe wallet be authorised by the private
key held solely by the end user. A technical solution will be provided for special situations
where a transaction needs to be performed without the end user's authorisation - for

example, to enforce judicial orderssuch as inheritanceor seizure orders.*

A payment transaction can be a synchronous payment — where the user interfaces of both

parties to the payment are involved, requiring communication between the two end users.
A clearexampleofthisisan RTP (request to pay) process, where the payee sends a message
to the payer that includes at least the payee's wallet address, and in most cases, also the
payment amount and additional information. The message can be transmitted between
users by scanning a QR code, through a message between user interfaces via the PSPs, or

any other way. The message from the payee appears in some form in the payer's user

5 A possible solution is that to enforce a judicial order, both the private key of the court and that of
the PSP would need to be presented to the settlement engine.
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interface, allowing them to approve the transaction. After that, the payment proceeds like

the asynchronous payment described above.

An asynchronous payment can be performed between any two end users, regardless of the

type of access technology both users are using. This rule also applies to synchronous

payments; however, there may be situations where the implementation is complex. For
example, currently, not every point of sale (POS) caninitiatea paymenttoanend user inthe
system. Another exampleis accesstechnologies that are not equipped with a user interface
-such asasmart card that allows an end user to operate in the digital shekel but does not
have a user interface.” To avoid compromising the principle of universality of the digital

shekel, the system manager will define cases where an access technology can be exempt

from supporting synchronoustransactions with other accesstechnologies.

Anonline payment can be performed between any two end usersin the digital shekel system.
Specifically, ifwe define four main sectors of end users - private (P), businesses (B), financial
entities (F), and government entities (G), then every combination of payment transactions
between end users from all sectors will be supported by the digital shekel system ( ).
The system will support very small and high-frequency payments - for example, payments
of a hundredth ofan agora at a frequency of several payments per second, for micropayment

use cases, as well asvery high-value payments (e.g., wholesale payments between financial

entities).

6 Similar to, for example, the Rav-Kav card.
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Table 2 - Examples of Use Cases between End Users from Different Sectors, using the

Digital Shekel
Payee/
Payer P B G F
Tax payment,
sale o(fjah d Purchasefrom receiving Loan
second-han e government repayment,
P product, services monthly credit
transfer ‘ through a cardbalance
between family government payment ¢
members e
Paymentto a Loan
Sala
ry wholesaleror G repayment,
B payment, raw material . insurance
. taxes, levies, .
customer supplier . premium
licenses
refund
Insurance
Salary .
G Government premium,
payment,
grants government
allowances
bond coupons
Supplier Clearing
Salary payments, Tax payments, payment
F payment, acquirer purchasing transactions
insurance payments by government from other
benefits debitcardtoa  bonds payment
business® systems

Questions -Online Payment Transaction:

34. To what extent is it important to design the system so that a PSP cannot initiate a
payment transaction without explicit authorisation from the end user for each
transaction? What challenges might arise from this requirement in terms of user

experience?

4T As described in section 5.1.1.2.
8 |bid.
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35. How can we ensure that the end user is the only one who can perform payment
transactions from the wallet, while also accommodating special situations where a
transaction needsto be performed without theend user's authorisation?

36. Is it important for the digital shekel to support use cases between any two end users,
regardless of type (as described in Table 2)? What challenges might arise from this?

37. What challenges might arise from the digital shekel system supporting both very small

andvery large payments?

Every transaction in the digital shekel will be immediate and final, with finality
embedded both in the system design and from a legal perspective. Every funding
process will be immediate and final, both in the digital shekel wallet and in the user’s
account with the Fl. The system will be available to process payment, funding, and

defunding transactions 24/7/365.

Every payment transaction in the digital shekel - whether online (see section 4.4) or offline
(see section 5.3) - will be immediate and final. Once all conditions for performing the
transaction are met (balance check, anti-money laundering controls, fraud prevention
controls, etc.), the time it takes for the balances of the payer and the payee to be updated
and for the transferred amount to be available for the payee to use will not exceed a few
seconds.® Thiswill betrue regardless of when the transaction is performed - the system will
be available and process payment transactions 24/7/365.*° Funding processes will also be
immediate - both the digital shekel walletand theuser'saccount with the Flwill be updated
immediately after the funding, and the updated balancewill be available for use bothin the

digital shekel walletandintheaccountwiththeFl.

4 Such immediacy is commonly referred to as T+0.
0 For system performance reasons, payment transactions can be scheduled for times with lower
transaction volumes, as described in section 6.3.
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The finality of payments in the digital shekel will be embedded both in the system design
and from a legal perspective. The system design will ensure that balance updates following
a paymenttransaction areirreversible - the only way to cancel a payment transactionisto
initiate a transaction in the reverse direction.® The fact that end users are not defined as
participantsinthesystemallowsforlegal embeddingoffinality aswell. For this purpose, the
digital shekel system will be defined asa "designated controlled payment system" under the

Payment Systems Law.

The system will include functionality that allows, before an end user performs a payment
transaction, todisplay a clarification that the payment they are about to perform isfinaland

irreversible. The system rules will define for which types of users and transactions such a

clarification must be displayed.

Box 4: The Meaning and Importance of Immediacy and Finality

The design of the digital shekel aimsto combine the maximum advantages of both cash and
digital money while minimising their disadvantages. One of the benefits of paying with
central bank cash is that once the cash has changed hands (i.e., the payment has been
made), thetransfer isfinal,and the valueis guaranteed, asitis a liability of the central bank.
The main disadvantage of cashisthe need for physical proximity of the payer and the payee,
as well as the legal limit on the maximum amount allowed for payment transactions. The
only digital alternative currently available to the public for immediate, final, and secure
payments settled in central bank money is an RTGS transfer, but it involves high fees for
small transfers, is not available 24/7, and in terms of user experience, the immediacy is
sometimes reflected in minutes rather than seconds. One of the inherent advantages of the
digital shekel is thatit is central bank money that will enableimmediate, final, and always-

available paymentsat minimalto zero cost to the end user.

! In an account-based settlement engine, finality will be defined as the moment when the balances
in the payer's and payee's accounts are updated following a payment transaction. In a token-based
settlement engine (including UTXO), finality will be defined as the moment when the tokens are
irreversibly deleted from the payer's wallet and are in the payee's wallet, making them available for
the payee to use.
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A survey conducted by the Currency Department of the Bank of Israel® found that for

merchants, the prominent advantages of cash are liquidity and immediacy (respondents

available,","moneyin hand,

immediate,

mentioned attributes such as "liquid, quick,"

"immediately visible") and finality ("secure," "reliable," "certain payment"). A survey
conductedin the Eurozone,> commissioned by the ECB, also found thatimmediacy and the
ability to quickly use the received money (finality) arecritical attributes for business owners,
asthey facilitate cash flowmanagement, and businesses are dissatisfied withexisting means
of paymentsinthisregard.* Theimmediacy andfinality also support the ability of the digital
shekel to serve asa means of payment fortransactions requiring conditional payments, such
as Delivery vs. Payment or Payment vs. Payment (PvP/DvP - see section 5.2.1). However, it
should be noted that immediacy and finality can be a disadvantage concerning consumer
protection against errors and fraud - similar to cash. Part of the digital shekel's design is

intended to mitigate these disadvantagesaswell (see section 07.3).

Questions - Immediacy and Finality:

38. Similar to cash payments, a payment transaction with the digital shekel is final and
immediate - meaning it is irreversible. Is this an advantage or a disadvantage of the
digital shekel from the user's perspective?

39. Whatchallenges might arise fromtherequirementthat fundingand defunding processes
be updated immediately 24/7/365 in the customer's account with the Fl, including
processes resulting from a waterfall or reverse waterfall mechanism? Could this pose a

barrierto entities operatingas FIs?

2 Bank of Israel - Currency Department (2023), "Currency Department Review for the Years 2020-
2022." (Link only available in Hebrew).

%3 Kantar Public, (2022) "Study on New Digital Means of payments".

** The summary of the business owners' focus group responses stated: "Instantaneity would
therefore be the most relevant improvement and an essential driver for the adoption of the new
means of payment".
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5. Advanced User Journey in the Digital Shekel

The digital shekel system will be designed to support complex transactions and

innovative paymentuse cases.

To ensure innovation, efficiency, and maximise the digital shekel system’s contribution to
the payment ecosystem and the economy asa whole, the digital shekel will enable complex
transactions and support innovative use cases. Some of the capabilities detailed in this
chapter are already present in other digital means of payments, and the digital shekel will
incorporate them to ensure it is not inferior to existing solutions. Additionally, the digital
shekel willintroduce new capabilitiesthat do not currently exist, setting it apart from other
means of payments. Acrucial aspectinthis contextistheinteroperability of the digitalshekel
with other payment systems, which will ensure a seamless user experience and overall

system efficiency.

Questions - Advanced User Journey:

40. This chapter describes advanced functionalities of the digital shekel system. Are there
additional advanced functionalities that should be included but are not mentioned in

thischapter?

5.1. Interoperability

The digital shekel system will be interoperable with other payment systems
domestically and internationally, with regulated digital asset systems, as well as with

relevant national information systemsand infrastructures.

Interoperability is the technical, semantic, and business compatibility that allows the system

to be used in conjunction with other systems.®® In the context of payment systems,

%5 Bank for International Settlements, & Group of Central Banks. (2021). CBDCs: System design and
interoperability.
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interoperability can be thought of as a framework that allows a payment to be made using
one means of payment/payment system and received using another means of
payment/payment system easily, with minimal friction, humanintervention,cost, and time.
Another aspectisthe ability tolinkadditional processesin databases and data systemsthat

arenot part of the payment system to the payment transaction.

The digital shekel will maintain interoperability across four main dimensions - with other
payment systems in Israel, with payment systems abroad, with regulated digital asset

systems, and with relevant national information systems andinfrastructures.

5.1.1. Local Payment Systems

As described insection 3.3.2 the issuance/redemption of digital shekels will bereflected in a

debit/credit of an Fl accountin the RTGS system. Thisconversionwill requirea link between

the RTGS and the digital shekel system. This link will need to be automatic, allowing each

system to write or send commands to the other. Funding and defunding a digital shekel
wallet against cash will require connectivity between the digital shekel and the ATM switch,
asdescribed in section 4.3.2. These are examples of the digital shekel'sinteroperability with
local payment systemsin the context ofissuance/redemption and funding/defunding. Later
in this section, we will describe interoperability processes with other payment systems
designed to facilitate transactions where one leg is in digital shekels and the other in a

different payment system.

5.1.1.1.  Payment Accounts and the MASAV System

The system will support the ability to make payments from a digital shekel wallet to a
payment account at a bank (or another entity, such as an Fl managing payment accounts),
and vice versa. For example, an end user will be able to transfer funds from their digital
shekel wallet to another party'sbankaccount, evenifthe other party does not havea digital
shekel wallet. In the opposite direction, it will be possible to transfer funds from a bank
account to a digital shekel wallet, even if the account holder does not have a digital shekel

wallet. Thisfunctionality can be supported intwo ways:
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1. Direct Transfer from a Digital Shekel Wallet to a Bank Account: An end user will
contact the PSP through the user interfaceand request a transfer to a bank account
by entering the account details. The transfer will be reflected in a payment
transaction from the end user's digital shekel wallet to the bank's digital shekel
wallet managing the payee's account, with the payment message indicating the
payee's account number at that bank. The bank will receive the digital shekels into
its walletand credit the payee's bank account. This processis similarto a customer
depositing cash directly into another customer's account. If the bank cannot
completethetransfer, forexample, because theaccount details provided by the user
to the PSP are incorrect, the bank will return the digital shekels to the paying end
user. Inthe oppositedirection, a bank customer will request a transfer and enter the
payee'sdigital shekel wallet details. Thebankwill debit the customer'saccountand
transfer the funds to the payee's digital shekel wallet. In both directions, the digital
shekel system also serves as the messaging system, instructing the bank on which
accounttocredit or debit and to which digital shekel wallet to transfer the funds.

2. Transfer via MASAV: MASAV® can serve as an orchestrator of transfers between
digital shekel wallets and bank accounts and vice versa provided that dedicated
connectivity is established between thetwo systems. In this scenario, when the user
contactsthe PSP to initiate the transfer, the payment order from theuser's wallet to
the bank'sdigital shekel wallet will first be sent to MASAV, which will then request to
lock the amount in the payer's wallet for the bank. MASAV will send the payment
message to thebank, and afterthe bankverifies that the message is correct and that
itis ableto credit the payee's account, thelock will be released, the amountwill be
transferred to the bank's wallet, and the bank will credit the customer'saccount. In
the opposite direction, the payment message to the bank will pass through MASAV,
but there is no need for a lock, asthe digital shekel system will not permit a transfer
from the bank's wallet if the payee's digital shekel wallet does not exist. For this

purpose, MASAV must be an ASP inthe system or utilise the services of another ASP.

56 MASAV (Hebrew acronym for "Bank Clearing Center" operates Israel's Automated Clearing House
and Faster Payments.

77



The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

Toenable these processes, the user interfaces offered by the PSPs should include the option
torequest a transfertoa bankaccountandallow entry ofaccount details. Similarly, the user
interfaces of the banks should includethe option to transfer funds to a digital shekel wallet
andallow theentry of thewallet's alias. Thedigital shekel will receive anidentification code
within the payment system,* ensuring that the existinginterface atthe banks - based on the
payment institution'sidentification codeand accountdetailsor accountalias-will be able

to support these paymentsin theirexistingformat.

A special case of transfer between bankaccountsand digital shekel walletsandviceversais
batch payments. MASAV allows various entities to make payments to a large number of
payees - for example, salary and pension payments, supplier payments, and more. Special
connectivity between the digital shekel system and MASAV will allow splitting these
payments also to the payees' digital shekel wallets. For example, an employer paying
salaries to employees' bank accounts or digital shekel wallets according to their choice
through the MASAV batch payment system will be able to enter the digital shekel wallet
details of theiremployees into the system. MASAV will mana ge the transfer of funds from the
employer'sbank accounttotheemployees' bankaccountswho choseto continuereceiving
their salaryinthe bank account, and simultaneously - to the digital shekel wallets of those
who chose to receive the salary in digital shekels. The transfer can be made from both the
employer's bank account and the employer's digital shekel wallet. This applies not only to
salary payments but also to any other type of batch payments. For hybrid batch collection
(debits of both bank accounts and digital shekel wallets), for example, a utility company's
collection from its customers, MASAV will need to receive authorisation from end users to

debit theirdigital shekel walletsin some form.

*" The identification code will be for the entire digital shekel system, allowing transfers to any wallet
in the system, regardless of the specific PSP's identity.
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Figure 11: The Process of Batch Payments between Bank Accounts and Digital Shekel
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1. Inthe first stage, the employer sends a message to MASAV detailing the amounts and destinations
for the transfer (bank accounts and digital shekel wallets).

2. Inthe second stage, MASAV forwards the messages to the respective systems. For bank accounts, a
message is sent to the RTGS system for interbank transfers, and another message is sent to the
banks specifying which accounts to credit and debit. For digital shekel transfers, a message is sent
to the digital shekel system indicating which wallets to credit and debit.

3. Inthe third stage, the debits and credits are executed. For transfers to bank accounts, the RTGS
system performs the transfers between the commercial banks, which then transfer the funds to the
accounts. For transfers to digital shekel wallets, the digital shekel system debits and credits the
relevant wallets. If the employer chose to make the payment from their digital shekel wallet, a debit
will be made from this wallet (3a). If the employer opts to debit their bank account, a debit will be
made from the digital shekel wallet of the employer's commercial bank (Commercial Bank C), and
the commercial bank will subsequently debit the employer's bank account for the corresponding
amount.
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5.1.1.2. Payment Cards
When a customer pays using a card,®theissuer of the card ultimately debits the customer's
bank account. Ifa cardis issued by a bank, the link between the card and the bank account
is automatic; foranon-bankcard, the customersigns an authorisation to debit the account
in favour of the issuer. Digital shekel end users will have the option to debit their digital
shekel wallet for their card payments instead of their bank account. This debit will be

executed by transferring digital shekels from theend user'swallet to the issuer's wallet.*

When a merchant receives payments via a card,® the acquirer ultimately credits the
merchant'sbankaccount. Merchantswill have the option to credit their digital shekel wallet
instead of their bank account. The credit will be executed by transferring funds from the

acquirer'sdigital shekel wallet (or bank account) to the Merchant's digital shekel wallet.

End users will also be able to load prepaid cards by transferring funds from their digital

shekel wallet to the digital shekel wallet orbankaccountofthe prepaid cardissuer.

5.1.1.3.  Checks
It will be possible to deposit physical checks into any digital shekel wallet instead of into a
bank account. The PSP's user interface® will include an option to deposit a physical check
by takinga photo of it, similarto current practices. At theend of each business day, the PSPs
will transferthe check payments and a file containing the details of the wallets to be credited
to the banks on which they are drawn and notify the customer. The banks will have three
days, as usual, to transfer the money from their digital shekel wallet to the depositors'
wallets, orsend a notice of dishonourto the PSP, which will notify theuser inthe app about
thereturned checkandthereasonforit. The PSPswill allow both the deposit and withdrawal
of digital checks against a digital shekel wallet. This functionality will be further specified

after theoverall specification of digital checksinIsraelis finalised.

8 "Credit card," meaning a deferred debit card, "debit card," meaning animmediate debit card. This
paragraph does not refer to prepaid cards.

* Or to the issuer's bank account, similar to the transfer from a digital shekel wallet to a bank
account described in section 5.1.1.1.

% This also applies to prepaid cards.

® This functionality is trivial when the user interface is on a smartphone. When the access
technology does not include the ability to photograph the check, another solution will be required.
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5.1.1.4. OpenBanking

Digital shekel end users will be able to benefit from open banking services - information
servicesand paymentinitiation. Furtheranalysiswill berequiredin order to decide whether:
The open banking APIs should be exposed by the PSPs (which may impose a significant
technological burden onthem),®? or; By the backend or its associated databases (which may
not align with the privacy policy of the digital shekel system, as these databases are not
intended to hold detailed information on payment transaction history required for open

bankinginformationservices), or; A combination of both.

Questions - Interoperability with Local Payment Systems:

41. This chapter describes use cases that integrate the digital shekel system with other
means of payments, such as bank accounts (includingbatch payments), payment cards,
and checks. How important is it for the system to support these use cases, and what
complexities might arise from them? Please address some or all of the use casesin your
response.

42. Arethere alternative mechanismsfor implementing these use cases thatare preferable
to those described inthe document?

43. How important is it for digital shekel users to benefit from open banking services? For
example, sharingfinancialinformation fromthe digital shekel wallet with other entities,
orinitiatinga paymentin the digital shekel wallet using another platform connected to
the wallet based on open banking.

44. Does exposing open banking APls impose a significant technological burden on system
participants? Alternatively, can they be exposed by the backend layer without

compromisinguser privacy?

82 Currently, payment service providers that are not banks or credit card companies, and
temporarily, also small new banks, are exempt from exposing APIs and do not participate in open
banking.
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5.1.2. With Payment Systems Abroad

"Cross-border payments" usingthe digital shekel will be possible in several ways.

Digital shekel payments between an end user in Israel and an end user abroad, both
operating within the digital shekel, are technically a straightforward. For example, Section
3.4.3 above specifies that businesses abroad can - under certain circumstances - hold a
digital shekel wallet. Consequently, a payment betweenanend user inIsrael and a business

abroad will beexecuted asaregular digital shekel transaction.

5.1.2.1.  Payments between the Digital Shekeland an Existing Payment System
Abroad

Payments where one party uses the digital shekel and the other party uses an existing
payment system abroad will rely on the existing connectivity between current payment
systemsinlisraeland abroad. Variousfinancial entities willact as "FX Providers", performing
the conversion between the digital shekel and foreign currency, which may not necessarily

be a CBDC:

e Atransfer from adigital shekel walletinlIsrael to a bank or eMoney accountabroad will
begin with transferring digital shekels from the end user's wallet to the digital shekel
wallet of the entity actingas the FX Provider. From there, the process will continueasa
regular cross-border transfer between that entity and the payee account abroad. The
relationship between the end user and the FX Provider can be direct, similar to a
customer approaching a money transfer service, transferring shekels to it, and having
that service handle the transfer abroad. Alternatively, the end user's PSP may engage
with such an FX Provider and offer the user the transfer service from the user's wallet to

anaccountabroad basedon this engagement.
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Figure 12: Transferring Fundsfrom a Digital ShekelWallet toa Payee Abroad
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e In the case of an incoming payment to the digital shekel wallet, a transfer from an
accountabroadtoa digitalshekel walletinIsrael will be possible through an FX Provider,
who will receive the payment from abroad and transfer shekels to the user's digital
shekel wallet. The digital shekel wallet will also have a representationin the format ofa
bankaccount (see section 5.1.1.1), which will facilitate the transfer.

e Paymentsabroadusing a debitcardlinkedto a digital shekel wallet (see section 5.1.1.2).
Inthis case, thecardissuer will actas the FX Provider - receiving the charge from abroad
through the international schemes, debiting the end user's digital shekel wallet, and
transferringforeign currency abroad through the schemes, asis done today.

e Tourists using the digital shekel will be able to fund their digital shekel wallets,
opened for them by a PSP specialisingin services for tourists, using their cards from
abroad. The PSP will need to engage with an acquirer, who will transfer digital
shekels to the tourist's wallet and charge the tourist's card through international
schemes. One option is for the funding to be a one-time amount defined by the
tourist, requiring the tourist to initiate funding again once the wallet is depleted.
Another option is for each payment transaction in the tourist's wallet to initiate a

"reverse waterfall" process, where digital shekels are transferred from the acquirer's
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wallettothetourist'swallet and fromthetourist's wallet to the payee's wallet. At the
end of the visit, thetourist will be able to defund the remainingdigital shekels in the

same manner.

Figure 13: Using the Digital Shekelby Tourists
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These payment processes can be implemented based on the digital shekel's design, without

relyingon arrangements with foreign CBDC systems, to the extent that there will be any.

5.1.2.2. Payment From/Tothe Digital Shekel To/Froma Foreign CBDC System

The most efficient way to conduct cross-border payments using the digital shekel should be
through a platform that enables interoperability between different CBDC systems. Project
Icebreaker (BIS et.al, 2023) demonstrated how such a platform can reduce risks and costs,
increase competition, and enhance the potential for innovation in cross-border payments.

Currently, no international arrangements for interoperability between rCBDC systems are
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developing.® Nevertheless, it is possible to outline the necessary features of the digital

shekel to ensure it can participatein such arrangementsifthey develop in the future:

e The messages in the digital shekel system should conform to an international
standard. Currently, the most common standard is ISO 20022, but it is likely that
adjustmentsto a dedicated CBDC standard will be needed. In thisregard, itis worth
noting FATF Recommendation 16, which sets "travel rules" for information about
paymenttransactions.

e Itshould be possible to identify walletsin the digital shekel system accordingto an
internationalidentification standard, such asBIC and IBAN.

e Wheninitiatinga payment transactionin the digital shekel system, there should be
an option to mark the transaction as one leg of a cross-border payment, so that
relevant rules can be applied. Similarly, this should be possible when receiving a
cross-border paymentinto the digital shekel system.

e The payment message should be able to include "proof of compliance" - a
notification fromthe PSP that it has conducted the required checks regarding anti-
money laundering, counter-terrorism financing, and other checks. Without such
proof, the payment transaction will not proceed.*

e APSPshould be abletostopanincomingpaymentresultingfrom a foreign payment
if it cannot verify that the foreign payment has passed the required checks and
compliedwith the rules.

e Thereshould be a mechanismto ensure thatthe digital shekel payment is returned
tothe end user ifthe international payment transaction is not completed for reasons
beyond the control of the digital shekel system.

e The user should be able to see the exchange rate and the total fees that will be
charged for the payment transaction before approvingthe transaction.

e Itshould be possible to receive confirmation fromthe international systemthat the

foreign payment has been completed and present itto the digital shekel end user.

% Connecting the digital shekel to wCBDC systems could also streamline these processes.
6 See: Bank for International Settlements. (2024). Project Mandala: Streamlining cross-border
transaction compliance.

85


https://www.bis.org/publ/othp87.pdf
https://www.bis.org/publ/othp87.pdf

The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

e The principles of immediacy and finality of the digital shekel will apply only to the
segment of the transactioninthedigital shekel (the transfer against the FX Provider

on the shekel side), not to the side of other currencies.

Questions - Interoperability with Foreign Payment Systems:

45. What challenges arise from the mechanisms described for supporting cross-border
payments in the digital shekel system? Are there preferable mechanisms to those
described insection 5.1.2.1?

46. Ifinternational arrangements forinteroperability between rCBDC systems do not evolve,
arethe features described insection 5.1.2.2 sufficient to ensure the system is prepared if

of such arrangements evolvein the future?

5.1.3. With Digital Networks of Regulated Assets

With the development of the digital economy and the emergence of distributed ledger
technologies (DLT), databases and networks are evolving where various assets are
represented digitally, sometimes in the form of tokenisation. These assets range from
financial assetsto "real world assets" such asreal estate, vehicle ownership certificates, and
possibly even tickets to cultural events, plane tickets, etc., in the future.® Some tradingin
these assets occurs when the payment side of the transaction is based on the existence of
"stablecoins" issued on the same network where thedigital assetsareissued. Thisallows for
"atomic" transactions,wherethe exchange of theassetis conditional on theexchange of the
money, and vice versa. Such transactions eliminate the "counterparty risk" present in a

typicalfinancial transaction.

Thedigital shekel will be based on a dedicated network.® However, the digital shekel system
will maintain interoperability that allows for atomic or "near-atomic" transactions on

networks of regulated digital assets against the digital shekel. One possible mechanism for

8 Such use cases and their interoperability with the digital shekel were demonstrated in the "Digital
Shekel Challenge."

% |t may be decided otherwise in the future, for example, a "Unified Ledger" asdescribed in: Bank for
International Settlements. (2023). Annual report 2023.
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such interoperability is an API that supports a HTLC smart contract,®” which allows for the
execution of a transactioninthedigital shekel to be conditionalona parallel transactionin

an asset traded on another digital network, without relying on a third-party intermediary.

Another optionis to use a trusted ASP asan orchestrator.

Questions - Interoperability with Digital Assets:

47. How importantis the connectivity of the digital shekel system to regulated digital asset
systems? For example, a connectivity that will enable executing a conditional payment
inthe digital shekel againstthetransfer of avirtual assetina DeFitransaction?

48. What challenges might arise from such connectivity? Are there additional mechanisms
to enable it, besides those described in the section, such as alternatives to the HTLC

mechanism?

5.1.4. With National Databases and Information Systems

A payment system needs to be continuously updated with information from public and
national authority databases. The ability to extract relevant information immediately,
continuously, and automatically streamlines the operation of the payment system, allowing
itandits participantsto hold a minimumamount of information, avoid holding unnecessary
information, efficiently verify existinginformation,and prevent errors resulting from manual

data entry. Forthis purpose, the system needs to beableto read or receiveinformation from

other digital systems.

The digital shekel system will strive forinteroperability with publicand national information
systems, accordingto the capabilities of these systems to support it,inaccordance with the
law and regulatory rules, and without compromising the privacy policy of the digital shekel

system (see chapter7.1). The system will be ableto interface with these systems according

" Hash Time Lock Contract. This mechanism was tested both in Project Icebreaker and in one of the
use cases examined in the "Digital Shekel Challenge."
6 See more in chapter 5.2.1 "Conditional and Advanced Payments."
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to their mechanisms of sharing information®: At the user level (e.g., information from the
Population Authority or the Companies Registry used by PSPs for "know your customer"

actions), oratthe level of the central systems operatingalongside the backend system (e.g.,

the alias management system, described in section 3.2.1).

Questions - Interoperability with National Databases and Information Systems:

49. Which national systems should interface with the digital shekel system?
50. How can connectivity between the digital shekel system and national information

systems be enabled without compromisingthe privacy principles of the digital shekel?

5.2. Innovative Payment Use Cases

The Digital Shekel system will offer functionality and define conditions and rules that
supportthe development of advancedand complex usecases, reducing dependence on
specific participants and the likelihood of "walled gardens" that could harm

competition andnetworkeffects.

There are various possibilities regarding the extent to which the core of the digital shekel
system would be involved in how users perform different activities in the system. For
example, the system can offer a basic level of functionality, allowing only simple processes

such asonboardingthe system, receivinga wallet, fundingit, and performingbasic payment

transactions. This approach places full responsibility on private sector participants to
develop capabilitiesthat help users carry out more complex activities. Under thisapproach,
users can benefit fromadvanced functionality offered by participants, but their dependence

on specific participantswill increase, therisk of 'walled gardens' will grow, competition may

% For example, the Population Authority's APl allows for verifying a person's identity and registration
in the authority's databases (see an example of a request form for banks) (Link only available in
Hebrew).
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be harmed, the network effect will be reduced, and all these could also limit the innovation

offered by the digital shekel system asa whole.

Therefore, thedigital shekel system will also offer advanced functionality atits coreas a basis
for supporting participants' ability to offer complex and advanced use cases, as detailed
further below. This will allow the digital shekel system to enable various participants to
operate withina 'level playingfield.' Consequently, userswill be ableto enjoy advanced use
cases even if they arenot offered by the PSP managingtheir wallet (for example, by linking
the wallettoan ASP), and without any dependence on the identity of the PSP of the end user

withwhomthe transactionisconducted.

5.2.1. Conditional Payments

A conditional payment is the ability to initiate a payment when predefined conditions are

met. The process for executingitincludesthe followingsteps:

1. Thebusiness logic for performing the payment transaction is defined;

2. Funds are locked in the payer's wallet (if necessary, depending on the business
logic);

3. Therealization of the conditionsfor the payment transaction is monitored;

4. Ifthe conditionsare met, the payment isexecuted.

The business logic defined in step 1 above can be classified into three types (table 3):

5.2.1.1.  Time-BasedBusiness Logic

Initiates a payment transaction when the time condition is met. Given that some time-
sensitive payment transactions require very high precision — down to the second or even
more precise—and considering potential time discrepancies between participants'systems,
the system will provide a unified date and time as well as a timestamp on the payment
transaction. Participants can define payment transactions based on the system time,

ensuring they aretriggered when the specified time conditionis met.
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Table 3: The Business Logic of Conditional Payments

Business Logic Based on Examples of Use Cases

Time Standing Order for Monthly Transfer

User Characteristics

Payment Restriction to Specific Industries

u
Usage SaEE

Characteristics
Pay as You Go Electric Vehicle Charging

Verification of Delivery Receipt

Confirmation of Authorised Signatories' Consent for the
External Condition
Transaction

Verification of Asset Transfer on Another Digital Network

5.2.1.2.  Userand Usage-Based Business Logic

Usage-based payments pertain to both a simple user experience as part of a basic digital
shekel journey and to anadvanced user experience, allowingthe wallet ownerto condition
payments based on user characteristics, specific usage characteristics, and consumption
volume of the product or service. For example, a business can define the types of uses an
employee can make when accessing the business wallet. To facilitate this, the system will
establish uniform standards for sharing information between participants during payment
transactions, includingdetails about the types of users involved in the transaction, industry

sectors, and other relevant factors.
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5.2.1.3.  External Condition-Based Business Logic

An external condition is any event that occurs outside the system, such as the delivery of a

product, the transfer of another digital asset on a different network, the result of a sports

game, a stock price reaching a certain target, etc. While the verification of the external

condition will be performed by participants (possibly in combination with external services),

the system will support the ability to lock funds in the end user's wallet for the future

execution of the transaction. This includes defining the lock duration and conditions for its

release, receivinginformation about existinglocks in the wallet, and executingor canceling

the lock in various configurations of participantinvolvement, according to the following

mechanisms:

1.

Two-Party Lock: Thisinvolves lockingan amount in digital shekels in the payer's
wallet wherethe trigger for executingor cancellingthe lockis sent by the PSP of the
payee. This type of lock was implemented in the "Digital Shekel Challenge" in use
casessuch asthe purchase of airtickets by an Al agent, which withdraws the locked
funds only if the travel service provider delivers the service. Another examplewasa
platform assisting people in debt, which allows fundraising to support them. The
raised support amount is locked for the debtor and released upon meeting the set
targets.

Three-Party Lock: This functionality enables the involvement of a third party (not
the PSP of the payer or the payee) where the trigger for executing or cancelling the
lock is sent by the third party. For example, an ASP providing services to the payee
may initiatethelock with the payer's PSP. This type of lockwasimplemented in the
"Digital Shekel Challenge" in use cases where an ASP confirmed that work thatwas
ordered was completed and then released the funds that were locked against the
work. It was also used in scenarios where an ASP verified that a digital asset was
transferred from the seller's wallet to the buyer's wallet on a blockchain, then
released the locked digital shekels as payment for the digital asset.

Hash Time Lock Contract (HTLC): Thisinvolves lockingdigitalshekels based onthe
HTLC mechanism, where the trigger for executing the lock is based on the use of a
"Secret" or any other mechanism commonly used in digital asset networks that

allows the same business logic. For example, the transfer of a digital asset on an

91



The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

external network can be conditioned on thetransfer of digital shekelsin return, using
HTLC, wherethe 'Secret' used to execute the asset transferon the external network
alsoserves to transfer the locked funds on the digital shekel network as payment for
thedigital asset. Thistype of lockwasimplementedin the "Digital Shekel Challenge"
in use casesdemonstrating payment for a digital asset transferred from a seller toa
buyer, where the release of the locked funds from thebuyer to the seller isbased on

a mechanism built by a third party, but without the third party's involvement in

releasingthe locked funds.

5.2.2. Additional Advanced Capabilities

Alongside conditional payment transactions, and as part of supporting an 'advanced' user
journey, the digital shekel system will also offer advanced functionalities to support various
use cases, some of which have already been mentioned in this document: waterfall
mechanism, sub-wallet management, split payments, and batch payments. Another
functionality notyet discussed iswallet status management: freezing the wallet, allowingit
to continue receiving funds but not making payments (e.g., as a safety measure in case of

loss of accesstechnology), and disablingthe wallet (stoppingall activity inthewallet, but as

a reversible action, without completely disconnecting the wallet from the digital shekel

system).™

Many of these processes do not require the support of the digital shekel system's core, as
participants can offer them based on the functionality the system provides to support a
'basic' user journey. However, for others, the core system must be involved in the process.
Table 4 presents advanced capabilities in the digital shekel and explains how they can be

performed, with or without theinvolvement of the core system:

™ These capabilities were also demonstrated in the "Digital Shekel Challenge."
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Functionality

Linking a secondary
wallet to the primary
wallet

Ability to freeze or
temporarily disable a
wallet

Split payment - a
single payment
transaction to
multiple

beneficiaries
transaction

in one

Batch payment - a
series of payments
from a single entity to
multiple
independent
beneficiaries

Request to lock /
Request to Pay

Waterfall Mechanism

Reverse  Waterfall
Mechanism

Necessary
Involvement of
Core System?

No

Yes

Yes (partially)

No

No

No

No
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Explanation

Based on the proposed design of
the backend layer, an end user can
open multiple wallets at the
central database, with the PSP
managing the hierarchy between
the wallets.

Given the approach where
multiple PSPs can operate on a
single wallet in the system, the
wallet status needs to be managed
centrally.

At a minimum, the system will
need to support the PSPs ability to
verify whether the payee are
existing and valid, as if one
payment cannot be completed the
whole transaction needs to be
aborted.

A sequence of payment
transactions that the PSP can

transmit independently of the
system's support.

Participants can use existing
infrastructures for  bilateral

communication, such asthe open
banking infrastructure.

PSPs will be able to support this
functionality based on the logic
defined with the user/system rules
and the option to perform
redemption,  which  will be
available at core system.

Payment providers will be able to
perform a funding (supported by
the core system) automatically
ahead of a payment transaction.
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Below is a summary of the advanced capabilities that the core of the digital shekel system
will support, considering the overall requirements to facilitate an 'advanced' user journey

and enhance efficiency and innovation within the system:

e Informationregardingsystem time and transaction execution time;

e Support for micropayments;

e Lockingfundsinthe end user's wallet;

e Defining the lockduration;

e Informationonexistinglocks;

e Drawdown or cancellation of a lock in various configurations of participant
involvementinthe process (Two/Three party) and the method of lock (e.g., HTLC);

e Support for split payments (Split and Batch);

e Support for wallet status management, including the ability to freeze and
temporarily disablea wallet;

e Offlinepayments.

It is important to emphasise that the ability to perform conditional payments and utilise
various advanced capabilities does not pertain to the money itself. The digital shekel will
not be programmable money andwillnotcontainrules regarding its usage possibilities.
This conditionisnecessary, amongother things, to ensure that the digital shekel will always

be atpar (1:1) with cash.

5.2.3. Adding New Functionality for All System Users

In general, the advanced functionalities will be accessible to all participants through the
system manager, who will have the authority to implement changes, cancel them, and add
additional functions to support advanced use cases. Decisions regarding additions to the
core system's capabilities will be based on ecosystem needs, efficiency considerations, and
maintaininga cleardistinction between functionality supported by the central bank and that
fully developed by system participants. Additionally, when defining advanced functionality
in the core system, the needs of participants and users for whom the Bank of Israel will act

asa PSP willalso beconsidered. This includesfeatures such as an automatic mechanism for
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collecting merchant fees by the PSP, an automatic mechanism for managing Fl liquidity, a

trigger for paymentat predetermined times by a government office, etc.

Questions - Innovative Payment Applications:

51. This section describes innovative payment applications that the digital shekel will
support. Are there additional applications that the digital shekel can enable that were
not mentioned? Are any of the mentioned applicationsunnecessary?

52. What complexities might be associated with the advanced functionalities described in
thissection?

53. Is it appropriate that only the central bank will be able to add functionalities to the
system? Should this capability also be extended to system participants orother entities

(e.g., through decentralised technology or open source)?

5.3. Offline Payments

The Digital Shekel will enable offline payment transactions - transactions performed
without communication between the users’ access technologies and the PSP, and
without communication with the backend layer. An offline wallet willneed to interface
with the PSPafter exceeding a threshold of transactions actions for system updatesand
wallet data synchronisation with the PSP (except for transactions defined as

anonymous).

Final payments in the digital shekel can also be made offline, a capability traditionally
associated with physical cash.™ While this feature may seem basic from a user experience
perspective, it is included in the advanced user journey chapter due to the technological

complexity involved. Thiscapability isimportant for several reasons:

e Paymentsin areas without communication: For example, areas without cellular
coverageorwith temporary orlocalised communicationissues, includingtemporary

damageto systems due to security incidents, technical failures,or natural disasters.

™ Payment cards can be used for transactions without a network connection, but the clearing is not
final and is exposed to credit risk.
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Expandingaccessibility to these areasincreases the usability and certainty of using
the digital shekel for the entire potential user population, enhancing its
attractiveness.

e Redundancy: In the event of an online system failure, the ability to make offline
digital payments is a crucial component in creating a resilient and stable payment
system. This reduces dependence on internet and cellular infrastructure and
increases the overall resilience of the payment system in an era of declining cash
usage.

e System performanceimprovement: Supportingcontinuous payments, even when
connectivity issues or disruptions in the central system may arise, will enhance the
continuity and reliability of the digital shekel system as a whole. Offline payments
can help reduce the load on the central settlement engine and various system
components (the weak links, especially during peak hours) and allow for emergency
maintenance or upgrades to the central system without a complete shutdown of

payment services.

On the one hand, the use and holding of offline digital shekels reduce certain risks to the
system by enabling payment capabilities anywhere, regardless of communication with the
central system, including in emergencies. On the other hand, this capability introduces

additional risks:

e Monitoring and enforcement challenges: Offline transactions cannot be
monitored in real-time, limiting the ability to detect suspicious activities such as
money launderingorfinancing of terrorism. Additionally, enforcing holding limits or
other system policy restrictionsischallenging,

o Data loss and financialrisk: In the event of loss or theft of the access technonlogy
(e.g., adevicewithanoffline digital wallet), thereisa significant risk of losing funds.
Transactioninformation sincethe last synchronisation with the PSP system cannot
be recovered.

e Vulnerability to physical attacks and counterfeiting: Offline transactions are not
verified through central system clearing, increasing the risk of theft, robbery, or

attemptsto counterfeitand double spend.

96



The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

o Datainconsistency: Offline transactions may create inconsistencies between data
in different wallet regarding the same transaction due to the lack of real-time

supervision.

Some of these risks are further exacerbated if offline transactions are also anonymous, as
the difficulty in monitoringand enforcement significantly increases. The design of the offline

digital shekel aims to address these risks while maintaining the best possible user

experience. Here arethe main design points:

In thebackend Layer, a central wallet will be defined to represent the holdings of all usersin
offlinedigital shekel wallets. When a user requests to convert online digital shekels to offline
digital shekels, theuser's offlinewallet must be connected to the network. The digital shekel
system's settlement engine will debit the user's online wallet and credit the central wallet.

Simultaneously, the "offline DS issuance engine" willissue offline digitalshekels to the user's

offlinewallet. In the opposite direction, when converting offline digitalshekels back to online
digital shekels, the user's wallet will transfer the offline digital shekels to the "offline digital
shekel issuance engine," which will delete them, and the settlement engine will debit the

central walletand creditthe user's onlinewallet.

The offline digital shekel balance will be stored in the secure container of the access
technology. For non-anonymous transactions, the required transaction details will also be
stored, similar to online transactions. These details will be synchronised with the PSP
systems during interfacing (see below). An offline wallet must be on a single access
technology. For caution and transparency, the PSP will be required to inform the user (in a
manner determined by system rules) that losing access to the offline wallet means a
potential loss of the stored value. No interest will be paid on offline digital shekels, even if

interest ispaid on onlinedigital shekels.

Every PSPwill be required to provideits customers (if requested) with an offline digital shekel
service and wallet. If hardware is involved, the PSP may charge a fee. Payment activities
defined asa basic servicewithout cost to the user in online digital shekels will also be free of
charge when provided offline. Funding offline digital shekels will be from the same user's
online wallet, and payment transactions between different users' online and offline wallets

will not be allowed. ATMs will enable funding offline digital shekels against cash. For this
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purpose, ATMswill hold an offline digital shekel wallet”?and allow cash withdrawals against
offline digital shekels and cash deposits to the offline digital shekel wallet. ATMs will also
enablesoftwareand wallet restrictions updates, amongother things, for business continuity
in caseof networkfailure (assumingthe ATM still has communication). Such funding will also

be possible at some FI counters.

Every offline wallet will be required to synchronize periodically with the PSP systems. An
offline wallet thatis not synchronised according to the rules will be frozen (cannot make
payments; can receive funds, as long as it does not exceed the holding limit). The
synchronization requirement will be determined by the volume of outgoing payments:? The
secure container will count the amounts of outgoing payments from the wallet. After
reaching the limit, all outgoing payment transactions will be frozen until the wallet is
synchronised. During synchronization, all transaction data (that is non-anonymous) will be
uploaded tothe PSP systems and deleted from the secure container (data may be saved on
the user's end device). If necessary, the PSP will update the wallet with changes regarding
restrictions and limits according to the system manager's instructions, with PSP rules or
customer requests, software updates, lists of suspicious wallets (in the context of fraud or
AML), and various other parameters. Merchant fees and other charges related to offline
paymenttransactionswill belocked inthe secure container of the payer, and withdrawn for

the beneficiary (inthe case of merchant fees, the PSP, forexample) automatically duringthe

synchronization.

To address various risks, the system can implement restrictions on offline activity
(transactions and holding). These restrictions can vary by user types and even at the
individual user level. PSPs will have the option to set a transaction amount limit (per
transaction/period) and a holdingamount limitinwallets. The PSP will configure the offline
wallet to prevent receiving amountsthatexceed the defined limit,and a walletinthis state
will not be able to receive funds. When opening any offline wallet, the user will be required

to allocate part of their general holding limit™ for the offline wallet. For this purpose, the

™2 Criteria will be set to decide which ATM operators must provide this functionality and which do
not.

™ |f a secure solution for using atime counter from the last synchronization will be available in the
future, this mechanism will be preferred.

™ See section 7.6.
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securecontainerwill allow managingvariable holding limits, dictated duringinterfacing with
the PSP systems. For managing the holding limit, this allocation will be deducted from the
user's online holding limit, whether the offline holding limit is utilised or not. The PSP can
set stricter limits for their customers than the system limit, for risk management reasons. An
offline wallet will be limited to the lower of the system requirements, user request, or PSP
decision. In any case, the limit will not be less than a minimum set by the system to prevent

misuse of the PSP's ability toimpose such limits.™

If an offline transaction is also defined as anonymous, identifying details on it will not be
synchronised or will be synchronised anonymously. To mitigate the inherent risk in such
transactions, theamount of a singleanonymous transfer and/or theamount for a period will
be limited, according to the restrictions applied to anonymous payment transactions in

general.

Some offline wallets will have "active communication" capabilities - independent
communication, includinga power source (e.g., a smartphone app). Other wallets will have
"passive  communication" capabilities. These will be wallets without independent
communication or power source capabilities (e.g., a payment card with a smart chip) and
will need torely on anactivecommunication end deviceora bridging device. When a wallet
with passive communication capability performsa payment transaction with anonlineend
device, synchronizing with its PSP will be done through the PSP of the online device. The
data will betransferredin an encrypted manner that canonly be decrypted by the PSP of the

passivewallet.

Questions - Offline Payments:

54. The Offline use of the digital shekel can enhance the user experience and support the
redundancy of the payment system in Israel. However, it introduces potential risks not
present in online payments, such as loss of money in case of device loss, fraud risks, and
others. That Given, how importantisitto enable offline use of the digital shekel?

55. How can the risks involving offline payments be mitigated? Are there additional risks

related to offline use of the digital shekel that were not described in the document?

> For example, to prevent PSPs from not offering an offline wallet service to certain customers.
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56. Isit appropriate to require every PSP to enable offline use of the digital shekel for their

customers?
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6. Architecture and Technical Issues

6.1. The Backend Layer

Atthe core of the digital shekel system lie the main database andthe settlement engine.
Neither the settlement engine nor the main database will store any personal
identifiable information about end users or details of individual transactions

conducted in digitalshekels, at any stage.

In addition to the main database, additional databases will collect operational and

statisticalinformation in a manner that upholds privacyprinciples.

At the core of the digital shekel system lies the settlement engine, alongside to it the main

database which records balancesin the end users' digital shekel wallets. The settlement

engine itself does not store information;™ rather, it updates balances in the database,

thereby completing payment transactions between wallets and ensuringtheir finality.

The only entity authorised to make any changes to the records in the main database
(updating balances following settlement or issuance, adding a wallet following a user

onboardingthesystem, etc.)isthe system operator. System participants, dependingon their

role and the permissions granted by the system operator or by end users, can read the

information in the database or request the system operator to modify it (e.g., perform a

payment transaction).

The main databasewillinclude only the minimalinformation required to fulfil the two roles

of the system manager:

1. Settling payment transactions: For the system operator be able to fulfil its primary
role - settling payment transactions - the main database will include, for each end

user, at a minimum: the unique identifier issued to them upon onboarding the

" Operates in stateless mode.
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system (see section4.1), the list of wallets associated with thisuniqueidentifier, the
balancein each online wallet, and the identity of the participants (PSP,ASP) linked
to the wallet.

2. Enforcing Policies and generating operational and statistical data: The main
database will need to include static information about each wallet, such as the
sector to which the wallet belongs (private sector distinguishing between
adult/minor/Israeli/foreigner, business sector distinguishing by business size,
government, financial, etc.). This information is required for enforcing policy rules,
such as holding limits (which vary by sector) or interest payments (which may also
vary by sector and the balancein the wallet at any given time). Additionally, this
information will be used to generate aggregate statistical data (e.g., information

aboutthe total balanceheld by individuals).

In any case, it will not be possible to link the information in the main database with
information about transactions conducted in the system, and certainly not with theidentity

of end users orany other personally identifiableinformation ("PII").

Although the main databasewill containinformation about theidentity of the PSP to which
the wallet is linked, this will have no impact on the settlement of transactions. Specifically,
transactions between two wallets associated with the same PSP will be handled in exactly
the same manner and at the same speed as transactions between two wallets associated

with different PSPs.

Alongside the main database, there may be additional databases where information
required by the system manager for purposes other than settlingtransactions will be stored.
This includes information needed to ensure the proper functioning of the system, analyse
theadoption and use of the digital shekel asa means of payment, support conflict resolution
between participants, analyse policymeasures and theirimpact on system activity (applying
interest, changing holding limits, etc.), perform statistical analyses, and more. Another
database that will certainly exist is an aggregate database of payment transactions, which
will allow for comprehensive analysis of system activity characteristics. For example, when
the settlement engine updates the balancein twowalletsin the main databasefollowinga

payment of 50 Shekels from a private user to an online merchant, thetransactions database
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will beupdated, recording a remote transaction (asopposed to a physical transaction at the
POS) in the size group of 0 to 500 Shekels in the P2B activity sector. Heretoo, it isimportant
to emphasise that the information in the additional databases cannot be linked to the

identity of users or any other personally identifiableinformation.

Another database will include information about system participants. This information will
be broader than the information about users, as participants are not entitled to the same
level of privacy against the system manager. The static information about participants will
include, inadditionto theuniqueidentifier, thenameandtype of participant,andin the case
ofa PSP thatchoseto specialisein a certain user sector”, the sectorit serves, etc. The system
manager will be able to identify which wallets in the system belong to each participant.
However, therewill be a distinction between wallets used for the participant's activities (e.g,
a wallet used by a PSP to collect fees, or a wallet used by an FI to fund user wallets) - for
which the system manager will have full information - and wallets used by the participant
for end-user activities (e.g., for salary payments or supplier payments), for which the same
privacy policy as for other business user wallets will apply. The broader information about
participants in the main database will allow for the creation of broader information in the
transactions database. Forexample, ifa business paysa5 Shekel fee to a PSP, a transaction
inthe size group of 0-500 Shekels in the "fee payments" activity sectorfrom an un-identified
business to an identified PSP will be recorded. If a PSP pays an interchange fee to another
PSP, the transaction will be recorded with the identifying details of both PSPs. However, ifa
PSP pays a salary to its employee, the transaction will be recorded without the identifying

details of the PSP or the employee.

" As described in section 3.3.1.
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Figure 14: A Close Look at the Backend Layer
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Additional components of the backend layerincludethe central offlinedigital shekel wallet,

to which the transfer (and removal from circulation) of digital shekels from an end user's
wallet when the user wishes to convert online to offline digital shekels (and vice versa, as

described in section 5.3). Another key component is the mechanism for issuing digital

shekels against cash, asdetailedin section4.3.2.

It should be emphasised that the description of the backend layerin this section isa logical
framework and does not prescribe any specific technology for implementing the described
logic. In particular, this logic can be realised using distributed ledger technology (DLT) or

conventional technology.
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Questions - Backend Layer:

57. Does the proposed logical architecture support the necessary functionality to facilitate
the user journey while upholdingthe privacy principles of the digital shekel?

58. Does the logical description of the backend layer adequately serve the required
functionalities of the digital shekel, such as enforcing holding limits, enabling tiered
interest payments, allowingend users to hold multiple wallets with multiple PSPs, etc.?
Are there additional components and services that should be included in the backend

layer?

6.2. Digital Shekel Transaction Message and

Communication between Participants

Anonline payment transaction between two endusers necessitates the transmission of
a payment message between the PSPs and the settlement engine. This payment
message will include at least the minimal information required to execute the
transaction, without exposing identifiable information to the settlement engine. The
structure ofthe paymentmessage will be designed flexibly to allow for the inclusion of

additionalinformation as needed.

Every process within the digital shekel system, particularly a payment transaction, requires
communication between the various entities in the ecosystem. Let us analyse a simple

payment transactionasanexample (Figure 15):

1. The end user wishes to perform a payment transaction. They contact their PSP
through the user interface, providing the payment amount, the alias of the payee,
andany additional detailsasdesired or required (e.g., the reason for the payment).

2. The payer's PSP contacts the main database to verify that the user has sufficient
balanceto perform the payment.

3. The payer'sPSP contactsthealiasmanagement systemto obtain the payee'swallet

address.
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4. The PSP conducts the necessary checks (e.g., anti-money laundering) and approves
the payment.

5. The payer's PSP sends a request to the settlement engine to perform the payment
transaction (payment message) from the customer's wallet to the payee's wallet.
The message includes information that is partially visible to the backend layer
(transactionamount, payerand payee wallet addresses, additional wallet attributes
for aggregate information to be stored in additional databases) and partially not
visibleto it (e.g., the identities of the payer and payee). Information that should not
be visibleto the central bank can pass through the backend layerin encrypted form
or through an external communication system (e.g., the open banking system).

6. The payment message in all its parts reaches the payee's PSP, which conducts the
necessary checksto approvethe receipt of the payment (anti-money laundering, the
wallet's ability to receive the payment without exceeding the holding limit, etc.).

7. The payee's PSP approves the settlement engine to perform the payment

transaction.

To enable each of the steps in performing the payment transaction described above, it is
necessary to define the structure of the payment message, the mandatory information items
that must be included, optional information items, the method of transmission between
participants, and the information each entity in the chain will be exposed to. To facilitate
connectivity between the digital shekel system and other payment systems, both
domestically and internationally, the payment message should comply with an accepted
international standard. At the time of writing this document, the accepted standard is I1SO
20022. However, asdescribed insection 5.1.2,itis likely that an adapted standard for CBDC

will berequired, either asan evolution of ISO 20022 or from another standard.
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The payment message will include, at a minimum, the basic identifying details about the
walletsorend users involvedin the payment transaction and the participantsinvolvedinit.
The message structure will allow for the inclusion of additional details such as broader
identifying information about the users and participants, and additional information that
may be required for different types of transactions (e.g., the payee'sID numberin the case of
salary payments, the participant's wallet details for cross-fee payments, etc.), as described
in table 5. The message will be characterised by maximum flexibility to include additional
information asrequired for the transaction - for example, information thatcan besharedin
encrypted form with the central fraud prevention system (see section 3.2.2), without being
exposed to other entities in the digital shekel system. Additional information items can be
added to the message that could be used in the future for additional databases, for services

thatthe Bankof Israel or the private sector may offer in the future.
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The payment message can be transmitted between participantsthrough the backend layer,
inwhich case partsofitwill need to be encrypted to ensure, in accordance with the system's
privacy principles, thatthey canonly be read by the participantsand remaininvisible to the
backend layer. Alternatively, the message can be transmitted through an external
communicationinfrastructure (e.g., the open bankinginfrastructure). Once the participants

have settled all the necessary conditions for the transaction, they will then transmit the
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Examples of Information ltems
Message Identifier

Dateand Time of Request Submission
Payment Type (Salary, Payment, Other)
Amount to Transfer

Transaction Type (Remote or Physical)
Additional Text (e.g., Reason for Transfer)

ExtensionsAccording

MinimalInformation Items )
to Usage Scenario

Wallet Detailsinthe System Name
Alias (This information is not

necessarily shared with the Identification Number
creditor)

PSP Identifier inthe digital shekel System (PIC)

PSP Identifier inthe digital shekel System (PIC)

ExtensionsAccording

Minimalinformation Items .
to Usage Scenario

Specific Identifier or Wallet in

N
the digital shekel System ame

Alias Identification Number

required information to the backend layerto executethe transaction.
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Questions - Payment Message:

59. What principles should guide the construction of the payment message to support
business needs while maintainingthe principle of privacy by design?

60. Is it appropriate to base the payment message on the ISO 20022 standard? What other
standards for payment messages might be relevant,and what are theiradvantages and
disadvantages?

61. Shouldthe payment message betransmitted between participants throughthe backend
layer or via an external communication infrastructure (e.g., the open banking

infrastructure)? Where should such infrastructure be managed?

6.3. System Performance

The Digital Shekelsystem will be availabletoend users 24 hoursa day, every day of the
year (24/7/365), with availability as close to 100% as possible. The time to completion
and finality ofa payment transaction will be no more than a few seconds.
Performance requirements will be consistent for all participants, ensuring that the end
user enjoys optimal performance in their digital shekel experience regardless of the
participantservingthem.

The settlement engine can processscheduledpayments during periods of lower activity
load.

The system will be designed with an emphasis on scalability to accommodate growth

inusage volumes.

To ensure a high level of performance and redundancy, the digital shekel system will be
designed to operate - at least for basic payment transactions - independently of other

payment systems, except for funding and defunding digital shekel wallets.” To maintain

"® Funding and defunding, as well as waterfall and reverse waterfall, depend on the availability of the
FIs' current account systems, and cash funding and defunding depend on the ATM switch, as
described in section 4.3. The digital shekel system depends on the availability of the RTGS system for
issuance and redemption of DS, but these actions are performed periodically and are not expected
to be affected by temporary unavailability of the RTGS system. Dependence on other systems such
as the MASAV faster payment system or credit card schemes will exist for payment applications
requiring interoperability, asdescribed in section 5.1.
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high availability, the system manager will establish processes to handle situations of

unavailability within the systemitself or in supporting systems (such aselectricity, internet,
etc.), ifnecessary, in collaboration with other state authorities. Under normal conditions, the
unavailability of core systems (such as the settlement engine, PSP systems and
communication between them) should be rare and of very short duration, with defined
recovery processes and predefined recovery time objectives (RTO) and recovery point

objectives (RPO).

As part of the KPIs defined by the system manager, the time to completion and finality of a
regular digital shekel payment transaction (latency) will be no more than a few seconds
(after all required checks to complete the transaction, such as anti-money laundering
checks, have been performed). However, the system will also support "scheduled
payments," where the time between initiation and completion and finality can be longer

(e.g., up to about two hours). This capability is mainly suitable for asynchronous payment

where the exact time of receipt is not critical, allowing some payment transactions to be
shifted to periods of lower system load (e.g., salary paymentsinitiated by employers at night

and completed by early morning, etc.).

The system manager will define KPlIs for the system operator and participants. These KPIs
will beestablished to ensurethat theend user's experienceis not adversely affected by loads
on core systems. To achieve this, participants and their system providers must also adhere
to appropriate KPIs, taking into account the expected loads on their systems,
communication systems, and the backend system. KPIs will bethe samefor all participants
of a certain type, ensuring that the end user enjoys optimal performance in their digital
shekel experience regardless of the PSP through which they are connected to the system or

the FI from which they fund their wallet.

In full adoption, the digital shekel system may need to support a very high number of
transactions persecond (throughput), which cannot be estimated at this stage and may not
be estimableduring system setup. Therefore, itisimportant thatthe system is designed and
builtto be scalable, with scalability achievable quicklyand ata marginalcost that decreases
asthe volumeof transactionsin the systemincreases. For this purpose, system components

that need toscale horizontally will be separated fromthosethat need to scalevertically. The

110



The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

Bank of Israel will examine the system's ability to support various adoption scenarios (e.g,
low, medium, and high adoption scenarios) and the ability to scale the system from one
scenario to another. All system participants will be required to consider these scenarios
when setting up their systems and test them accordingly. The system manager will
continuously collect and analyse information about system performance, and participants
will collect and report to the system manager the information that allows monitoring their

compliancewith performance requirements and various KPIs.™

In designing the system, the need to avoid makingthe backend layer a bottleneck will be
considered. For example, computational processes that do not need to be performed in the
core system, such as cryptographic validation, will be performed away from the core. The
functionality thatthe backend layer makes accessibleto participants (e.g., API calls) will be
designed so thatthe callsareindependent of each other, allowinga call to the system to be

made without dependence on anothercall.®

Questions - System Performance:

62. Considering the design requirements and the importance of high system performance,
which key functional requirements described in the document might burden the
system's performance and related systems, and how canthey be addressed?

63. What mechanisms can be considered to handleloads and improve system performance?
For example, can the described "scheduled payments" mechanism effectively manage
the load created by payments such assalary payments?

64. Shouldthe system's performance targets (availability, latency, throughput) be similar to
those of existing payment systems or are more ambitious targets required from a future

perspective?

" The relevant information will have different layers. For example, information about the response
time from the moment the end user entered a payment transaction request until it reached the PSP
systems, the time from when the request was received until it was sent to the settlement engine, etc.
8 Even if at the application level there are processes that require asequence of calls, at the
infrastructure level, the ability to perform each call separately may help manageloads by processing
the calls using parallel servers.
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The Digital Shekel system will be designed with a focus on maintaining user privacy
(Privacy by Design).

Neither the Bank of Israel nor any other central entity will have the ability to access
personalidentifiable information about theactivities ofend users in the digital shekel
system.

The level of privacyin the digital shekel will be higher than thatof existing digital means
of payments but lower thanthatofcash.

Participants will not be able to use the information they accumulate about users and
their activities in the digital shekel system for commercial purposes unless users give
clearand informed consent.

The digital shekel will allow for anonymous payment transactions, both online and
offline, below certain thresholds, and in accordance with risk management rules that

will be established.

Privacy is a fundamental right that allows individuals to develop their autonomy. The right
to privacy is protected by international treaties and agreements, as well as legislation in
Israeland around theworld. Information collected duringthe operation of a payment system
can reveal insights about individuals, such as their economic status, consumer behaviour,
location, and even ideological preferences. Combined with data from other sources and
advanced analytical capabilities, a comprehensive profile of the user canbe derived. Given
that payment systems typically generaterelatively low profitability, thereisanincentive for
various service providers to leverage the existing information in the system for business

purposes.

Prior to the issuance of the digital shekel, users face two extreme options regarding privacy:
on one hand, with cash, payments are completely anonymous, and the means of payment
itselfdoes not retainany information about the users' identities orthe payment transaction.

This, of course, has advantages in terms of privacy protection, but it also raises significant
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challenges regarding the prevention of money laundering and terrorist financing, and it
supports the black economy. On the other hand, in digital payments or checks, the
information collected duringthe payment transactionisstored and documented over time.
Most existing payment systems were not initially designed with privacy in mind ("Privacy by
Design") but rather implement principles and regulations that were given retrospectively.
With the digital shekel, asa new payment system drawing from both the features of cash and
those of digital means of payments, we have the opportunity to design the system optimally,
ensuring that privacy principles areintegrated into the system's technical features from the
outset. Thisapproachaimsto balancethe protection of user privacy with the need to prevent
misuse of the system, such astax evasion, money laundering, and terrorist financing (see

section 7.4).

Beyond the fundamentalright to privacy described above, end users may also seek privacy
in a payment system to prevent the misuse of information about them (e.g., aggressive
marketing) and to avoid unwanted tracking. Inthe case of CBDCs, thereis often concern that

they will be used by authorities to monitor the activity patterns of the public. As explained

below, the privacy principles of the digital shekel system primarily address this concern.

The privacy design of the digital shekel is expected to provide a higher level of privacy than
currently exists in advanced means of payments, but lower than that of cash. The Bank of
Israel,initsvariousroles, aswellasany othercentral entity, will not have the abilityto access
personalidentifiableinformation about the activities of end users in the digital shekel.® This
featurewill beensured technologically (by design), not just through regulation, asexplained
in detail in sections 6.1 and 6.2. Identifiable information about the activities of end usersin
the digital shekel system will be available only to system participants, particularly PSPs -
each concerning their customers, similar to the current situation. If law enforcement
authoritiesrequire personalidentifiableinformation about the activity ofany end user, they
will doso through the participantsand accordingto the law, similarto the current situation
with other digital means of payments. The Bank of Israel will have aggregate information
about system activity by sectors and defined segments, in the additional databases

described insection 6.1. The possibility of shortening the duration forwhich participants are

& Unlike the information that will be available about participant activities - see section 6.1.
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required toretaininformation about useractivities compared to the current situation will be

examinedto enhancethe level of privacyinthe digital shekel.

The digital shekel will also allow for anonymous transactions, both online or offline. The
system design will support the ability of an end user to perform a payment transaction to
another end user without the PSP or any other entity receiving identifiable information
about the payment transaction.® The decision on offering this feature, the relevant
thresholds, the activity sectors for which it will be allowed, and other risk management

mechanismswill be determined inregulationand/orrelevant legislation.

Theprivacy rights of end users against system participantsandin general will be determined
accordingto GDPR rules, as farasthey align with Israeli legislation. Inany case, participants
will not beableto usethe information they accumulate about usersand theiractivitiesin the
digital shekel system for commercial purposes unless users give their clear and informed

consent, which will be documented by the participant.

Box 5: The Level of Privacy in the Digital Shekel - Between Cash and

Existing Digital Means of Payments

Several features interwovenin this section and other sections of the document validate the
statement that the level of privacy in the digital shekel will be higher than that of existing
means of payments, even if lower than that of cash:

The Mechanism for Message Transmission Between Participants: Atransaction message
in the digital shekel system will not rely on the configurations of existing payment systems,
wheretypically the full message, including personalidentifiableinformation, passes through
the system operator (as is done, for example, in bank transfers through MASAV) or through
anotherentity (forexample, through SWIFT in the case of the RTGS system). If the transaction
message passes through the backend layer it will do so in a way that the identifiable
informationisencrypted from it. Alternatively, the message can betransmitted in a two-way

communication between therelevant participants themselves. Thisapproach offers a higher

82 A possible technology that can support this feature was examined in a technological experiment
conducted by the Bank of Israel. For more details, see: Zafran, A., Mizrahi, T., & Soffer, Y. (2022).
Experiment on a Distributed Platform. Bank of Israel.
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inherent level of privacy ("by design") because, unlike existing payment systems, all the
information containedin the messages, including personalidentifiableinformation, will not
be concentrated with by a single central entity.

The Information Included in a Transaction Message in the Digital Shekel System: The
transaction message that passes through the system will only include the minimal
information required regarding the end users involved in the transaction. The scope of the
informationincludedinthe message can, of course, be influenced by the type of transaction
(e.g., in the case of salary payments or cross-border transfers) and interoperability
considerations, in caseswhereone leg of thetransactionisnotin the digital shekel system.
Participants' Use of Information: Participants will not be able to commercially use
(monetise) theinformation of end users without the explicitand informed consent of the end
users, allinaccordancewith the Privacy Protection Law.

The Period for Retaining Information by Participants: If, within the legislative process of
the digital shekel, itis possible to reduce the period of legal exposure for participantsin the
system due to its unique characteristics (settlementin end users' wallets, finality, etc.), this
could serve as a basis for defining a shorter period for retaining information regarding
transactionsinthe system by participants.

Anonymous Payment Transactions: In anonymous payment transactions, no identifiable
information will be retained by the participants, similar to thesituationin a cash transaction.
However, the end user may choose to retain information about their transactions on their

personal device (without thisinformation interfacingwith the PSP systems).

Questions - Privacy:

65. Does the design proposed specification alongthe document align with the principles of
"privacy by design"? Does it ensure that neither the Bank of Israel nor any other central
entity will have the ability to access personal identifiable information about users'
activities?

66. Is it important to allow anonymous transactions, both online and offline, in the digital

shekel? Should this be allowed for all types of users?
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67. Isitappropriateto allow participants to commercially useinformation about users only

with the explicit consent of the user? How can this be ensured?

The cost of using the digital shekel for basic activities should be low to negligible.
Individual users will not pay fees for these activities. As the digital shekel is a public
good, the Bank of Israel will bear the costs of managing and operating the system. PSPs

will be able to charge a fee for receiving payments from merchants and will pay an

interchange fee tothepayer's PSP.

The public perception of cashisthatits use does not involve any cost. This perceptionis not
entirely accurate; withdrawingor depositing cash usually involves some cost, especially for
businesses, and holding cash itself incurs costs, such as those arising from the risk of loss.
Nevertheless, the cost of usingcashislowerthan that of digital means of payments, whichis
reflected inthe fees charged to the public and especially to businesses. Moreover, the fees in
digital means of payments are known and clear, whereas the costs of cash are sometimes

less tangible.

As a digital natural extension of the physical cashissued by the Bank of Israel, itis desirable
thatthe cost of using the digital shekel for basic activities be low to negligible. However, as
a digital payment system where there are significantroles for participant fromthe business
sector, the need for these participants to maintain a sustainable business model must be

considered.

From the perspective that the digital shekel isa public good, the Bankof Israel will bear the
costs associated with managing and operating the digital shekel system - the costs of
managingthe scheme, operatingthe backend layer, and additional services managed by the
Bankoflsrael,amongothers. Thisissimilarto cash and different, forexample, from the RTGS
system, where the Bank of Israel charges participants for its operating and management
costs. However, to maintain flexibility for future developments, the system will be built so

that the Bank of Israel retains the option to charge various fees from participants. For this
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purpose, the system will need to allow the Bank of Israel to distinguish between types of
transactions (for example, the bank may decide to charge fees for business-to-business

transactions but not for person-to-person transactions).

Section 3.3.1 describes the interchange fee mechanism that the PSP of a payee who is a
businesswill transfer to the payer's PSP, and Box 1 insection 3.3.1 describes the services that
PSPs will need to provide to end users, including the services they will need to provide
without charging a fee. In particular, the box emphasises the package of mandatory free
activitiesthata privateend user will be entitled to, ensuring that the basic services of joining
the system, funding the wallet, and performing basic payment transactions will be free for
individual users. In general, the merchant fee for a simple payment transactionin thedigital
shekel will be lower than that customary for debit cards. The Bank of Israel, as the system
manager, will be able to define the maximum fees for different transactionsaccordingto the

type of transaction, and the systemwill allow these definitions to be enforced technically as

well.

Questions - Usage Costs:

68. In defining the cost model for the digital shekel system, there is a tension between the
desire for a product that mimics cash (with no direct cost) and the need for a sustainable
business model for profit-oriented business sector participants. The design proposes a
base layer model similarin natureto that existingin credit cards - a business fee anda
cross-feewith no cost to the payer. Are there other models that can support a sustainable
business model for intermediaries alongside zero/low cost for end users?

69. To what extent will the fact that the Bank of Israel bears the costs of managing and

operatingthe digital shekel system contribute to the low cost of usingthe digital shekel?

7.3. Consumer Protection

Users of the digitalshekel will receive consumer protection similarto that provided by
other digital means of payments. PSPs will be responsible for preventing fraud and

compensating customersin case of fraud, in accordance with the rules in the Payment

Services Law.
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Offline payment transactions and anonymous transactions will not be eligible for

consumer protection.

Holding and using cash does not include any consumer protection. In cases of loss, fraud,
failure to supply the good or service, etc., the user is not entitled to any protection or
compensation from the Bankof Israel as the issuer of the currency or from any other entity
in relationto the use of cashas a means of payment. However, in digital payment systems,
there are rules for the responsibility of service providers and the rights of users, and asa
digital payment system, the digital shekel system will be committed to providing
comprehensive consumer protection to its users and maintaining the reliability and
efficiency of the system. The purpose of consumer protectionis to ensure a safe andreliable
user experience thataligns with existing payment systems, to strengthen public trust in the

system, and at the same timeto maintain reasonable operating costs.

PSPs will bear the primary responsibility for consumer protection in the digital shekel
system. They will be responsible for identifying and preventing fraud, as well as
compensating users who have been harmed by misuse events. PSPs will be required to
establishand operateadvancedinternal fraud detection and monitoring systems. They will

alsoneed to provide efficient customer serviceand a quick response to user complaints.

Alongside the digital shekel system, a central fraud monitoring system® will operate,
supportingthe PSPs. This system will assistinidentifyingand preventingfraud at the system
level, using its ability to analyse unusual activity patterns from a broad perspective. The
systemwill enable PSPsto receive alerts about suspicious activity, but it will not replace their
internal systems nor reduce their responsibility towards end users. Combining the PSP's
information with theinformation received fromthe fraud monitoring system will provide the
PSP with the ability to form a holistic picture of the parties involved in the payment

transaction.

The responsibility of payment service providers in the digital shekel system will be in
accordance with the provisions of the Payment Services Law, which applies to financial

service providers in the existing financial system. In particular, in online transactions, PSPs

8 For more details, see section 3.2.2.
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will provide full compensation to users in case of misuse, while in offline transactions, due
tothe inability of PSPsto monitorthe activity in real-time, a user who chooses to perform an

offline transaction will not be compensated if they fall victim to fraud. Anonymous

transactionswill also not be compensated as part of the consumer protection.

Questions - Consumer Protection:

70. Consumer protectioninvolvesoperational burdensand costs for system participants. Is
it appropriate to establish consumer protection in the digital shekel at a level not less
thanthatof existingdigital means of payments?

71. Is it appropriate to impose on PSPs the responsibility for consumer protection, fraud
prevention, and compensating users harmed by misuse events? Would this be a
significant barrierto entry for entities wishing to operate as PSPs? Are there alternative
solutions?

72. Should ASPs also be required to bear responsibility for consumer protection?

73. Isitappropriatethatanonymoustransactions and offline transactions will not be eligible

for consumer protection?

7.4. Anti-Money Laundering and Counter-Terrorism

Financing

The Digital Shekel system must comply with anti-money laundering combating
terrorism financing rules, using advanced technologies and methods to ensure its
reliability and prevent financial crime. PSPs will bear the primary responsibility for risk
management, including "Know Your Customer' processes, monitoring payments, and
reporting suspicious activities. The system will be designed to comply with
international anti-money laundering standards, with mechanisms for information

sharing between PSPs to meet regulatory requirements.

As a digital payment system, the digital shekel system must comply with anti-money

laundering and combating the financing of terrorism rules and adopt the most advanced
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technologiesand methods in this field to ensure its reliability and to ensure thatit does not

support crimein general andfinancial crimein particular.

PSPs will bear the primary responsibility formanagingAMLand CFT risksin the system. They
will conduct "Know Your Customer" processes and due diligence checks for new system
joiners. They will monitor payments accordingto the guidelines of the system manager and
the Money Laundering and Terror Financing Prohibition Authority (IMPA) and make the
required reports by law, includingon suspicious activities. To fulfil their responsibility, PSPs
will use real-time monitoring systems and will be required to keep detailed records of
transactions. It should beemphasised thatalthough transactionsin the digital shekel will be
immediate as described in section 4.5, a PSP can delay the execution of a transaction to
perform the necessary monitoring and even refuse to complete it, ifthe transactionis found
to be suspicious (and ifthe user does not satisfy the PSP regarding its legitimacy), thisistrue
both on the payer's and the payee's side. Privacy-enhancing technologies (PET) will allow

monitoringof transactions while maximising user privacy.

Funding and defunding processes from anaccountatan Fl will be monitored, as necessary,
by both the PSP and the Fl, both of which serve the customer and know the nature of their
activities. Infundingand defundingagainst cash,especiallywhen performed atanATM oran

FI counter where the end users does not have an account, the responsibility for monitoring

the transaction will liewith the PSP.

ASPs will not be required to conduct a "Know Your Customer" processes and will not bear
responsibility formanaging AMLrisks, as ultimately the payment transactions resulting from
the advanced payment applications offered by ASPs will pass through the PSPs, who will
perform the monitoringas with any payment transaction. However, ASPs will be required to
ensure that the services they provide do not facilitateillegal activities (e.g., cases where a

customer initiates payment transactions through an ASP to be performed by different PSPs,

whichif performed by a single PSP would require AML checks by the PSP).

Since different participantsin the system may be supervised by different regulators, it is
important to establish uniform standards for AML requirements for all participants in the
system to prevent regulatory arbitrage. Together with the system manager, IMPAis expected

to playa centralrole in providing professional guidelines for designing rules and standards
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in this area, such as rules for onboarding users to the system, minimal documentation in a
uniform format, declarations about the sources of funds, the type of user activity, the

ownership structure in business accounts, and aspects of cooperation and information

sharingbetween participants.

If the system allows for anonymous payment transactions, where PSPs are not exposed to
information about the characteristics of the transaction, its amount, and the participating
parties (see section 7.1 Privacy), limitsand thresholds for these transactions will be defined

to minimisethe risk of money launderingand terrorist financing,

As described insection 5.1.2, the digital shekel will be designed to comply with international
AML standards. Amechanism for information sharingbetween PSPs will beimplemented to
meet the Travel Rules requirements in cross-border transactions, ensuringcompliance with

FATF® standardsand other international regulations.

Questions - Anti-Money Laundering:

T4. s it appropriate to impose on PSPs the responsibility for managing AML and terrorist
financing risks in the system, similar to existing payment systems? Would this be a
significant barrierto entry for entities wishing to operate as PSPs? Are there alternative
solutions?

75. Giventhatfundingand defunding against cash, the Flwill not be exposed to information
about the end user, should it be exempt from responsibility for managingAML and CFT
risks in these processes, placingthe responsibility solely on the PSP?

76. Cancentral components be added to the system to assist participantsin managing AML
CFTrisks without reducingthe participants' responsibilityin this area?

77. How canAML and CFT risks arisingfrom anonymous transactions be managed?

#In particular, Recommendation 16, which deals with the transfer of information during a payment
transaction.
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7.5. Information Security in the Digital Shekel System

The Digital Shekel system will be designed and built to high standards to ensure data
integrity, user privacy, andprotection againstthreats. The system manager will define
policies and procedures for managing system security, while participants will be
required tomeet stringent standardsand conduct independent audits. The system will
bedesignated as critical national infrastructure and will comply with the standards of

the National Cyber Directorate.

Information security is a critical component of any payment system, especially a national
system operated by the central bank, which must gain the trust of the general public to
achieveits intended goals. The digital shekel system will be designed and built with high

standards of information security to ensure data integrity, user privacy, and protection

againstexternalandinternal threats.

The digital shekel system manager will define policiesand procedures for managingsystem

security. They will beresponsible for managingthe security risks of the entire system, while

the system operator and participants will manage the security risks of their systems

according to the manager's requirements. The system manager will define cybersecurity
standards that will apply to the system operator and participants and will require them to
demonstrate compliance with these standards through independent audits. These audits
will be conducted by external and independent entities to ensure their reliability and
accuracy. In addition to these audits, the manager will have the right to conduct
independent audits of the operator and participants as needed. These auditswill allow the
manager to ensure that the system operates according to the highest standards of
information security and that participants meet the stringent requirements. Additionally, the
cybersecurity unitatthe Bank of Israel will be responsible for securing the backend layer and
additional services managed by the Bank of Israel. It will employ experts and professionals
who will focus on securing the digital shekel, gather relevant security intelligence, and

analyseall threatsand aspectsrelated to the system's cybersecurity.

The digital shekel system operator will establish, monitor, and maintain KPIs and key risk
indicators (KRIs) for the cybersecurity of the digital shekel. These metrics will allow the

system operator and system manager to track security performance and identify potential
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issues in real-time. The system will be designated as critical national infrastructure and will
comply with the standards and guidelines of the National Cyber Directorate. The system
managerwill ensure that itsstandards are aligned with the Directorate's requirements, and
the system operatorand participants willensure that their systems and services meet these

standards.

Participantsinthedigital shekel systemwill be required to be certified under an appropriate
cybersecurity framework or standard, such as SO 27001. The system manager will define the
minimum scope and applicability of each such certification. These certifications will ensure
that participants operate accordingto the highest standards of information security and

take all necessary measuresto protect theirinformation andservices.

The system operator and participants will use preventive and detection security controls
that will allow them to identify and address attacks from significant adversaries. These
controlswillinclude strong authentication, strongencryption and key management, secure
communication, high system redundancy, and protection of external endpoints. These
controls will ensure the confidentiality, integrity, and availability of services. The system will

be designed to handle advanced threats and ensure the highest level of security.

The system operator and participants will implement controls appropriate to the risks the
system will face. These controls will include the most advanced technologies and
procedures, at least similarto thoseimplemented in other national payment systems. These
controls will include technical, organisational, and physical measures to ensure the

confidentiality, integrity,and availability of services.

The system operatorand participants will assessand monitor the security and fraud risks to
their systems and services and implement controls to mitigate these risks. These controls
will include measures to prevent unauthorised or unintended use of systems and services,
as well as measures to detect such use. The system will be designed to handle advanced

threatsand ensure a very high level of security.

Questions - Information Security:
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78. Are the information security risks associated with the digital shekel, as described in the
document, significantly different from those in existing payment systems?
79. Should the system manager define information security requirements within the rules,
or rely on the information security requirements set by the regulators overseeing the
participants? How can the manager ensure participants' compliance with the

established requirements?

To hedgerisks tothe liquidity of the banking system and adverse effects on the supply
and price of credit, there may be holding limits on the balances of end users in the
digital shekel, and in case of a crisis, also funding limits. These limits will be set
considering the impact on the user experience and the need for flexibility to adapt to

public adoption and long-termeffects.

Preliminary simulations for calculating the holding limits required for different types
of usersindicate that the holding limits will not constitute an effective barrier in most
use cases. Use cases that require exceptionally high amounts will be facilitated by
mechanisms that maintain a smooth and convenient user experience alongside the

holding limit regime.

The conversion of bank deposits to digital shekels is equivalent from the banking system's
perspectiveto cash withdrawals, asboth cash and digital shekels are not part of the banking
system's balance sheet or its sources of funding when held by the public. Additionally, the
digital shekel includes unique features not present in cash due to its digital, including ease

of holding, use, and conversion from deposits in the banking system. These features present
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a new potential risk to the banking system's sources of funding and liquidity, and

consequently to the economy, due to the possibleimpact on the supply and price of credit.®

The potential risk to the banking system from the possibleissuanceof a digital shekel can be
divided into two main categories: 1) Immediate risk to the system's liquidity or to an
individual bank due to a rapid shift by the public to the digital shekel. For example,
immediately afteritsissuanceandthepublic'sfamiliaritywithit, orin case of concerns about
thestability of thebanking system oreven thestability ofanindividualbank, which maylead
customers to take advantage of the ease of conversion to the digital shekel and withdraw
their deposits in significant volumes. 2) Ongoing risk to the composition of the banking
system's funding sources, which would lead to a reduction and/or increase in the cost of
credit supply in the economy, as public deposits are the cheapest sources for the banking
system. The principles presented below are intended to hedge the potential risk from the
possible issuance of a digital shekel, with an emphasis on the banking system's liquidity

aspectsand hedging the immediaterisk asa basis for managingthe ongoing risk aswell.

Accordingto the literature, several tools can hedge the risk: limitingthe amount or number
of transactions that end users can perform within a certain period, applying a negative
interest rate above a defined holding threshold,® and more. One of the most effective tools
for limiting this risk is imposing holding limits on the balances of end users in the digital
shekel system. A holdinglimit regime allows for efficient hedging of liquidity riskand the risk
of harm to banking intermediation.®” On the other hand, such a regime adds business and
technological complexity in building the system and may also harm the user experience if
designed without consideringthe needs of different types of users and the various use cases

the digital shekel system intendsto support.

To address the tension between risk mitigation and potential impact on user experience in
the system, the negative effects of holdinglimits on user experience and the public's interest

in using use the digital shekel will be considered. Additionally, the Bank of Israel will have

% For more details, see: Buchholz, Z., Michelson, N., Ettinger, B.,& Soffer, Y. (2022). Possible Effects of
a Digital Shekel on the Banking System. Bank of Israel.

% Presenting a possible model, especially for periods when the interest rate in the economy is very
low: Panetta, F., & Bindseil, U. (2020). Central bank digital currency remuneration in a world with
low or negative nominal interest rates. VoxEU Column Monetary Policy.

8" "Disintermediation"
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the flexibility to make changes to the holding limits in response to actual public adoption

and usage of the digital shekel, taking into account the long-term effects on the Israeli

economy in generaland onthe bankingsystemin particular, withan emphasis on the supply

and cost of credit. Furthermore, while risk mitigation will be based on holding limits, the

Bankof Israel will also have the option toimpose funding limits®as animmediate response

to concernsabouta possiblecrisisin a specific bank or a systemic crisis.

Table 6 - Examples of System Challengesin Implementing a Holding Lomits Regime and

Possible Mitigation Approaches

Solution

Impossible to receive amounts

abovethe holding limit.

Need to perform frequent funding

due to the limit.

Need to know the user's total
balance in the case of multiple

walletsfora user.

Difficulty in offering the option for

shared wallets.

Challenge

Waterfall - Automatic defunding of the excess

amount (or more) to a connected Fl account.

Reverse waterfall - Ifthere is insufficient money in
the wallet to perform a transaction, an automatic
fundingto thewalletfroma connected Fl account of

the missing amount (or more) will be performed.

Central system - Which will connect all the user's
balances across all their wallets without exposing
their identity, allowing the enforcement of the

holdinglimit.

Possible solution atthe PSP level.

An initial model to calculatethe required holding limits for different types of users (private

andvarioussizes of businesses) based on defining a possible shock to the banking system's

liquidity coverage ratio (LCR)®* and considering different scenarios regarding public

adoption of the digital shekel suggests the magnitude of the limits that will need to be set.

8 A funding limit restricts the amount anend user canfund into the wallet within a given period,
regardless of the wallet balance atthat time.

8 LCR - Liquidity Coverage Ratio
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Themodel calculatesfive levels of holdinglimits according to the supervisory activity sectors
used in the banking system*- for individuals (private end-users), and for micro, small,
medium, and large businesses, based on the population size in Israel and the number of
activebusinessesin each activity sector. Theratio between the monthly expenditure size for
individualsand therevenue of businessesin credit cards served asaninitial basis for defining
the multipliersrequired between the holdinglimits for individuals and those for businesses
of different sizes, while considering the desired duration in each segment for activity in the
digital shekel without needing to fund or defund the wallet against a bank account - one
month for individuals up to small businesses, one week for medium businesses, and one day
for large businesses. The preliminary simulations in the model assume moderate adoption
of the digital shekel by the public and a willingness to absorb a moderate impact on the
liquidity coverage ratio of the banking system. In such a scenario, the model results based
on 2024 data show that the magnitude of the required holding limits will allow end-users -
individuals, aswell as businesses of all sizes, to operate in a wide range of use cases without
the holdinglimit being a binding constraint onactivity. Thisincludes use cases of not every-
day payments (such as most payroll payments in the economy and common business-to-
business transactions), The results should be taken with the necessary caution due to
various factors, including the novelty of the model, the need to update the baseline data
regarding the bankingsystem metrics and potential number of digital shekel users close to
the implementation of the holding limit regime, improvements and refinements to the
model down the road, and the need to examine the impact on individual banks as well.
However, the results allow for an initial assessment that the impact on the user experience
in most reasonable use cases due to the implementation of the holding limit regime is
expected to be insignificant. It should be noted that waterfall and reverse waterfall

mechanisms allow for the making and receiving payments even beyond the holding limit

thresholds.

The magnitude of the limits obtained in the model may still restrict the development of
advanced usecasesinvolvingthelockingof large amounts for limited periods - forexample,

for financial asset trading purposes. Therefore, mechanisms that allow for holding beyond

% For the simulation, we used these data, but the model can accommodate any other segmentation
decided upon.
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the limit for a limited period based on predefined criteria will be examined - for example,
allocating exceptions to participants who will allocate them to their customers, a model of

payingfor temporary exceptionsto the limits, or other models.

Questions - Holding Limits:

80. Are holding limitsthe best way to address the risk to the banking system inherent inthe
issuance of a digital shekel, despite the potential impact on user experience and the
operational complexity involved inimplementingthem?

81. Whatcomplexities can arise fromdifferential holdinglimits based on the type of user?

82. Whatshould bethe holdinglimit for different types of users (private user, small business,
large business, etc.) to ensure that the user experience is not compromised while
mitigating the risk to the banking system? What criteria should be used to calculating
these limits?

83. What mechanisms can be implemented to allow the locking of amounts exceeding the

holdinglimit for limited periods, for example, for financial asset trading purposes?

7.7. Interest Payment to End-Users in the Digital Shekel

The Digital Shekel system will enable the functionality of paying interest on the held
balance, which can enhance monetary transmission and competition in the deposit
market. Payinginterest may affect bank stability, changethe perception of the digital
shekel as a means of payment, and create additional costs for the Bank of Israel. The
decision on paying interest and its rate will be at the discretion of the Bank of Israel
based on monetary and macroeconomic conditions, considering the associated risks

and complexities.

The digital shekel system will enablea functionality for the Bank of Israel to payinterest on
the balance held in digital shekels directly to end users. Three main advantages can be

identified for this capability:
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1. Enhancingthe Monetary Transmission:Whenthe Bankof Israel raisesthe interest
rate, this change does not fully and immediately pass through to households and
most businesses. An interest-bearing digital shekel has the potential to accelerate
the transmission of monetary policy, especially regarding the deposit rate. For
example, during the interest rate hikes in 2022-2023, it became increasingly clear
that the banking margin changes with interest rate changes. In particular, the
interest rate on credit changed quickly and with high correlation to the Bank of
Israel's rate, while the interest rate on deposits, especially short-term, adjusted
slowly and only partially. Additionally, theinterest rate on current account deposits
mostly remained zero, while the overdraft interest rate increased fully and
immediately. Payinginterest on the digital shekel aligned with the policy rate may
incentivise banks to retain deposit funds and raise their interest rates more closely
aligned with the Bank of Israel's rate. The Bank of Israel will gain a tool to enhance
monetary transmission, improving the mechanisms through which the policy rate
affects macroeconomic aggregates such as prices, employment, and output.

2. Increasing Competitionin the Deposit Market:Asa result of the process described
above.

3. Enhancing the Attractiveness of the Digital Shekel: Payinginterest will increase
the incentive for users to hold digital shekels, which may also increase its usage.
However, this is not a sufficient reason to decide on paying interest, as public
demand for the digital shekel is expected to come from the benefits it offers, as
describedintheintroduction to thisdocument, rather than from a financial incentive

offered by the Bankof Israel.®*

On the other hand, the decision to pay interest on the digital shekel also entails many risks

and complexities:

1. Impact on Bank Stability: High demand for the digital shekel may lead to the

transfer of deposits from banks to the digital shekel, potentially harming bank

s When there are economies of scale (in this case resulting from a network effect), there is
theoretically justification for some subsidy, especially in the initial stages. However, even if such an
incentive is decided upon, it is expected to be temporary and not necessarily in the form of interest
payment.
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stability and profitability. Banks may raise deposit interest rates to cope with the
situation, but this could reduce their profitability and increase the cost of credit in
the economy. However, thisrisk can be hedged by limiting the maximum amount for
whichinterest will be paid on the digital shekel, so it is lower than the holding limit
set accordingto the parametersdescribed in section 7.6.

2. Public Perception of the Digital Shekel: Positive interest may cause the digital
shekel to be perceived more as a store of value and less asa means of payment,
potentially harmingits usability asa means of payment.

3. Cost: If the digital shekel replaces bank deposits, interest on the digital shekel that
islowerthantheBankoflIsrael'sratewillreducethe Bank of Israel's interest payment
costs. If the digital shekel replaces cash, on which the Bank of Israel does not pay
interest, payinginterest will createa cost for the Bank of Israel.

4. Financial Inclusion and Distributive Justice: Interest on the digital shekel may
disadvantage certain populations that do not use digital technology. However, the
risk of this is low as the digital shekel will be designed to be suitable for all
populations.

5. Perception of Privacy: The architecture presented in this document emphasises
privacy protectionand allowsforinterest payments from the Bank of Israel to users
without the Bankof Israel knowingwho theinterest recipientis. However, the public
may find it difficult to understand the mechanism, and the perception of the digital
shekel's privacy may be affected.

6. Calculation and Frequency of Interest: Since digital shekel payments are
immediate and final 24/7/365, the digital shekel does not have a business day. It
must be determined how and when to calculate and pay the interest, which may
createtechnological challengesand arbitrage opportunities.

7. Multiple Wallets: Sinceeach usercan hold morethan onewallet withmorethan one
PSP ifthe interest istiered,*the calculation should bedoneon all theuser's wallets.
Thisis atechnical complexity that requiresa central solution, likethe one proposed

for holdinglimits (section 7.6).

%2 For example, positive interest from zero shekels up to a certain ceiling, and zero interest above this
ceiling.
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The digital shekel will be designed so that, technologically, it willbe possible to pay interest
on the digital shekel at a rate determined by the Bank of Israel (which will in any case be
lower than the Bank of Israel's rate) only to a specific activity sector (at this stage, it seems
appropriate to consider this for the private users and micro-businesses sector in Israel), up
to a limited holding threshold that will be equal to or lower than the holding limit, and
without the Bank of Israel or any other central entity having specific information about the
interest receipts of any user. If the interest payment raises the wallet balance above the
holding limit, a waterfall mechanismwill be activated, or the payment will be deferred until
the balancein the wallet is can accommodate it. Regarding tax on interest income - one
optionisthat itwill be deducted at source by the system operator, while the PSP will provide
a serviceof reporting interest income similarto how banking corporations do today, so the
user can offset this interest against capital losses or financing expenses when eligible. It
should be emphasised thatthe interest will be credited directly to the user's wallet (and only
to an online wallet - no interest will be paid on offline digital shekel balances), and the

interest funds will not pass through the PSP's walletinany form.

The decision to activate or stop the interest payment mechanism and its rate will be at the
discretion of the Bank of Israel based on monetary and macroeconomic conditions, and the
level of competition in the financial sector at any given time, considering all the risks

described above.

Questions - Paying Interest:

84. Is it appropriate for the Bank of Israel to pay interest to holders of the digital shekel,
specifically forhouseholds and micro-businesses?

85. Whatrisks and complexities arise from payinginterest on the digital shekel that are not
described inthe section?

86. How frequently should interest payments on the digital shekel be made? What

implications could thefrequency and timingof interest payments have?
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8. Summary and Next Steps

Theissuanceofthedigital shekel, if decided upon, will represent a significant transformation
in the financial system in general and the payment system in Israel in particular. It has the
potential to offer numerous benefits to the Israeli economy and the end-users who adoptit.
However, it is important to recognise that this is a complex initiative that also involves
substantial risks. This document, the result of a prolonged and in-depth design effort, was
written with the aim of designing the digital shekel to deliver the expected benefits while

deeply consideringthe associated risksand how they can be mitigated.

This document represents a preliminary design, and even if a decision were made now, it
does not encompass everything necessary to enable the issuance of a digital shekel at this
stage. Building the digital shekel system will require a more detailed design than what is
presented here, and several significant processes will need to be carried out toimplement it.
Various aspects of thedesign, as well as ensuring the Bank of Israel's legal authority to issue
a digital shekel according to this design, will likely necessitate legislative processes.
Additionally, the design outlinedin thisdocument provides roles to a widerange of entities
beyond the Bank of Israel, including government ministries, financial institutions, financial
infrastructure providers, international entities,and more. Toimplement the design, all these
entitieswill need to cooperateinthe construction and operation of the digital shekel. Some
of these entities are already regularly participating in the project's public consultation
forums, which are held quarterly.® It will also be necessary to thoroughly examine the
available technologies for implementing the design and ensure that it can indeed be
executed from a technological perspective. Ifthe decisionis madetoissue the digital shekel,
a significant public awareness campaign will be essential to introduce the new means of

payment to the general public.

With the completion of the preliminary design, the digital shekel projectis movingto the next

phase, and inthe years 2025-2026, the project will focus on the followingtopics:

93 Bank of Israel, Digital Shekel Project - Financial Industry Forum. (Link only available in Hebrew).
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Comprehensive economic analysis of the costs and benefits, opportunities, and risks
associated with issuing a digital shekel. This analysis should consider both the
project cost and the broader economic impact, alongside the potential to enhance
efficiency andinnovationinthe payment system. As part of this, the implications for
financialintermediationinthe economy will continue to be examined.

Learn and deepen familiarity with the available technologies for implementing the
design, whilecontinuingto conduct technological experiments as needed.
Adaptthe design based on feedback received on this document, public preferences
as revealed by studies conducted by the project®, and the results of the
technological and economic analysis.

Prepare for the legislative process. The bank will considerthe possibility of parallel
legislation to ensure the statusand acceptanceof cash.®

Plan the regulatory framework in which the digital shekel will operate and the
regulationsthatwill apply to the various participantsin the system.

Thoroughly examinetheimplications of wholesale CBDC and the ability of the digital
shekel to function asa multi-purpose CBDC* - meaningit can serve asboth a retail
CBDCandawholesaleCBDC.

Prepare a roadmap for the possible issuance of a digital shekel. This includes
prioritisingcomponents, users, and use cases, organisationalplanningregarding the
various functions that will need to be established within and outside the Bank of
Israel, procurement planning, decidingon conductingpilotsin different areas before
fulllaunch, and more.

Prepare a document that will recommend to the Governor of the Bank of Israel
whether to decide to issue a digital shekel. This document will be written towards
theend of thetwo-yearplan, i.e.,towards the end 0f 2026, based on all the processes
described above aswell asthestatus of the variousindicatorsthat the Bank of Israel
has been monitoring since the publication of the document "Possible Scenarios for

a Decisionon thelssuanceof a Digital Shekel".%” Such a decision should primarily be

94 Such as Plato Shinar et.al, 2024.

95 Similar legislation - allowing the issuance of a digital euro while ensuring the status of cash - is
currently being promoted in the European Parliament.

96 As described in

97 Moshe, A., & Ribon, S. (2023). Potential Scenarios for a Deciding to Issue a Digital Shekel. Bank of

Israel.

133


https://www.boi.org.il/media/j40nvorg/april-2023-potential-scenarios-for-deciding-to-issue-a-digital-shekel.pdf
https://www.boi.org.il/media/j40nvorg/april-2023-potential-scenarios-for-deciding-to-issue-a-digital-shekel.pdf

The Bank of Israel Steering Committee
for the Potential Issuance of a Digjtal Shekel

made by the Governor. However, since the issuance of the digital shekel according
to thedesign presented in thisdocument will likely require legislative changes, such
a decision, if made, will ultimately need to be made in cooperation and with the

support of the government and the Knesset.

This document is now being publishedtothepublic to present all stakeholders with the
design that hasbeendevelopedsofarand toreceive theirfeedback. At the beginning of
thedocument, the section "How You Can Influence the Design of the Digital Shekel," outlines
the manner in which stakeholders are invited to comment on the design in its various

aspects.
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